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Building on the Job Demands-Resources (JD-R) theory, in this study we investigated the association 
between technology-related risk factors — referred to in the literature as technostress creators (TCs) —, 
job autonomy (JA), and the ratio of cortisol to dehydroepiandrosterone sulfate (DHEA(S)) in hair as pos-
sible biomarker of work-related stress. A total of 85 remote workers (i.e., smart workers) in a private 
metalworking company completed a self-report questionnaire (i.e., psychological data) and contextually 
provided a strand of hair (i.e., biological data). Results from moderated multiple regression analysis 
showed that techno-insecurity was positively associated with log cortisol/DHEA(S) ratio at average levels 
of job autonomy. Additionally, JA exacerbated — rather than buffered — the association between techno-
overload/-invasion/-insecurity and log cortisol/DHEA(S) ratio. Our results suggest that hair corti-
sol/DHEA(S) ratio is a promising biomarker of technostress, and that remote workers may not necessarily 
benefit from traditional job resources such as JA. Theoretical and practical implications are discussed.  
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Over the last two decades, digitalization, accompanied by a widespread increase in the pace of tech-

nological and economic growth, has significantly changed several aspects of life (Kraus et al., 2021), includ-

ing the nature and characteristics of work, in both the public and private sectors. The integration and ad-

vancement of information and communication technology (ICT) in everyday workplace activities has 

changed the way employees work and communicate with each other, creating both challenges and new risks 

that require the attention of researchers and practitioners (Wang et al., 2021).  

On the one hand, in terms of opportunities, ICT have significantly improved work by increasing 

functionality, accuracy, speed of information processing, reporting, and access to more effective tools and 

platforms (Zhu et al., 2023). Furthermore, technological advancements have resulted in the emergence of 

alternative work arrangements, such as remote working — also known as smart working (SW) in Italy — 

which have provided employees with greater flexibility in terms of when and where to perform work activi-

ties (Eurofound, 2020). In particular, before the COVID-19 pandemic, remote working was mainly used by 

highly skilled workers who did most of their work on computers and had a high degree of autonomy over 

their work (e.g., managers, professionals; Joint Research Centre of the European Commission, 2020). It is 

widely recognized that with the pandemic, this trend has become the norm for many workers, including those 

who previously had little or no experience of it (Wang et al., 2021).  

However, despite its facilitation of work, the increased use of ICT has created new risk factors 

for workers and exacerbated existing ones (Karimikia et al., 2021). These risks include overwhelming 

inherent complexity (Zhu et al., 2023), work intensification due to remaining connected for work during 

personal time, and managing significant amounts of data from multiple sources, which can lead to isolation 

and ineffective communication (Allen et al., 2015; Wang et al., 2021). In addition, employees may be 

expected to be available for work outside of their regular working hours (European Agency for Safety and 

Health at Work et al., 2021), which may lead to difficulties in disengaging from work and negative con-

sequences for work-life balance (Senarathne Tennakoon, 2021). As a consequence, the extensive use of 

ICT, especially when working remotely, can have a significant impact on workers’ health (Ayyagari et al., 

2011; Eurofound, 2020; Singh et al., 2022). 

In this perspective, this study examined the relationship between technology-related risk factors 

— referred to as technostress creators (TCs) — and the strain response among smart workers (SWs), 

with a focus on the protective role of job autonomy. We focused on SWs because they use ICT exten-

sively to perform work-related tasks and communicate with colleagues/supervisors, possibly experienc-

ing several technology-related stressful situations at work (De Carlo et al., 2022). In doing so, we think 

that our study would provide a valuable contribution to the field by examining the physiological mech-

anisms potentially involved in the association between TCs and stress-related health impairment in a 

population of workers who are particularly at risk (Nastjuk et al., 2023). Additionally, our study aims 

to shed light on the role of job autonomy in the relationships between technology-related job demands 

and the strain response, a topic which has not been extensively explored in literature (Karimikia et al., 

2021) especially with respect to alternative work arrangements, such as SW (De Carlo et al., 2022). We 

also believe that the results of our study would be robust due to the multimethod approach, which inte-

grates different measurement methods and represents a significant contribution to the field ( Fischer & 

Riedl, 2017). It provides a more comprehensive understanding of the relationship between technology-

related subjective stress experiences and physiological responses, which has not been extensively ex-

plored in literature. 
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Technostress and the Job Demands-Resources Theory 

 

Technostress is the term commonly used to describe the stress experienced by workers due to the 

use of ICT (Ragu-Nathan et al., 2008). From a theoretical perspective, the literature on technostress is 

primarily based on the transactional models of stress (Lazarus & Folkman, 1984). According to this model, 

technostress is a process that involves a transaction between the individual and the technological condi-

tions of the environment, which are appraised by workers as demands. In the work context, ICT can be 

perceived as demanding in many ways. In particular, technostress research has identified five typical 

stressors, known as techno-stressors or technostress creators (Ragu-Nathan et al., 2008). According to 

Ragu-Nathan et al. (2008), these include techno-overload, the perception that technology forces employees 

to work harder and faster (“too much”); techno-invasion, the perception of being invaded by technology, 

which blurs the boundaries between work and social life domains (“always connected”); techno-complex-

ity, the perception that the need to constantly update one’s skills in order to adapt to changing technologies 

can be perceived as difficult (“too difficult”); techno-insecurity, the concern that job security may be 

threatened by technological advancements (“being replaced”); and techno-uncertainty, the perception that 

changes to the system are occurring too rapidly, and individuals are uncertain about their ability to keep 

up (“too many changes”; Nastjuk et al., 2023). Technostress creators are associated with several psycho-

logical, physical, and behavioral outcomes for the individual over time, such as exhaustion (a core com-

ponent of job burnout; Maslach et al., 2001), reduced job satisfaction, or increased stress hormones secre-

tion (Fischer & Riedl, 2017; Tarafdar et al., 2019). Although technostress is a process that depends on 

individual experience and appraisal, it is often conceptualized as the “dark side'” of technology, empha-

sizing the negative consequences of ICT use (Nastjuk et al., 2023). 

Recent research (Pansini et al., 2023) has investigated the role of technostress within the Job-De-

mands Resources (JD-R) theory, which provides a flexible and unifying framework for studying work-related 

stress, motivation, and job performance (Demerouti et al., 2001; for a review see Bakker et al., 2023). In this 

perspective, TCs can be considered as job demands, defined by the JD-R as those aspects of the job that 

require effort from workers and may result in psychological and/or physiological costs for individuals (i.e., 

risk factors). Accordingly, the prolonged or chronic exposure to TCs, coupled with inadequate recovery op-

portunities, depletes individuals’ physical and mental resources (e.g., energy, concentration, or time) which 

may result in negative stress-related outcomes, such as job burnout and psycho-physical symptoms (La Torre 

et al., 2019; Nastjuk et al., 2023).   

It is important to note that while the definition of job demands includes physiological costs, 

research into the physiological processes that link chronic or prolonged stressful situations at work, 

psychophysical symptoms associated with work-related stress (i.e., strain; Nixon et al., 2011), and more 

serious long-term outcomes (Bakker & Demerouti, 2017; Schaafsma et al., 2021) is still limited. Simi-

larly, past research on technostress primarily relied on self-report data, which undermines our under-

standing of the physiological processes involved in the association between TCs and negative health 

consequences (Nastjuk et al., 2023). 

 

 

The Current Study 

 

To shed light on the psychophysiological mechanisms underlying the relationship between TCs, the 

strain response, and long-term consequences of work-related stress, in this study we combined psychological 
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and biological measures. Specifically, we build on the allostatic load (AL; McEwen, 1998) model as an 

integrative framework that explains the long-term impact of chronic/prolonged psychosocial stress on work-

ers’ physical and mental health through cumulative physiological dysregulation over time (Juster et al., 

2010). According to the AL model, the exposure to repeated/chronic technology-related demands — such as 

SWs facing prolonged TCs — may be associated with a sustained physiological activation of stress systems, 

including the hypothalamic-pituitary-adrenal (HPA) axis (Steptoe et al., 2000; van der Meij et al., 2018). 

Over time, this sustained activation, coupled with inadequate recovery opportunities (Geurts & Sonnentag, 

2006), may result in a dysregulation of the HPA axis and negative health outcomes (Bellingrath et al., 2008; 

Juster et al., 2010; Zänkert et al., 2019). 

Against this background, in this study we focused on hair cortisol/DHEA(S) ratio as a bi-

omarker of work-related stress (Qiao et al., 2017; Theorell et al., 2021). On the one hand, cortisol, a 

biomarker of allostatic load (McCrory et al., 2023), is the primary effector hormone of the HPA axis 

stress response system (O’Connor et al., 2021). In response to a stressor, cortisol is involved in energy 

mobilization — by stimulating glucose production — as well as the suppression of the immune-system 

by inhibiting pro-inflammatory cytokines (Schaafsma et al., 2021). On the other hand, DHEA(S) is an 

anabolic steroid that plays a regenerative role in the body (Dutheil et al., 2021). Previous research has 

suggested that DHEA(S), as an antagonist to the effects of cortisol, may have a protective role during 

stress (Lennartsson et al., 2013). In this study we focused on the ratio between cortisol and DHEA(S), 

which reflects an imbalance in the HPA axis associated with prolonged/chronic stress (Goulter et al., 

2019; Kimonis et al., 2019) and has recently been considered as a biomarker of mental stress in healthy 

humans (Ahmed et al., 2023). 

Furthermore, concentrations of both cortisol and DHEA(S) can be measured using a variety 

of matrices, each reflecting a specific timeframe of HPA axis activation. For example, previous re-

search has mainly examined cortisol/DHEA(S) in saliva, blood, and urine, which provides a useful 

insight into the short-term physiological responses to work stressors (Stalder et al., 2017). However, 

in this study we focused on biomarker concentrations in hair, as hair steroid hormone measurement is 

a useful research method for describing long-term, retrospective endogenous steroid hormone concen-

trations (Schaafsma et al., 2021; Wright et al., 2015). The dosage of hormones in the hair reflects their 

average concentration over months because endo- and exogenous compounds are continuously incor-

porated from blood to hair follicles during hair growth. In addition, hormones captured inside the hair 

are stable (Eisenbeiss et al., 2020; Peng et al., 2022). Accordingly, a strength of hair measurement is 

that — in line with the AL model — it allows the retrospective assessment of cumulative hormone 

concentrations over an extended period of time (typically one month per cm, assuming an averag e hair 

growth of 1 cm/month; Abell et al., 2016), reflecting an individual’s physiological activation in re-

sponse to the exposure to chronic/prolonged stressful events over the same time period ( Herr et al., 

2018; Ibar et al., 2021). 

Hence, building on the AL model (McEwen, 1998) applied to the health impairment process 

of the JD-R (Bakker, 2015; Ilies et al., 2015), we assume that TCs — in terms of techno-overload, 

techno-invasion, techno-complexity, techno-insecurity, and techno-uncertainty — require effort and 

are associated with psycho-physiological costs for the individual (Riedl, 2013). We therefore hypoth-

esized that TCs would be positively associated with the hair cortisol/DHEA(S) ratio as a biomarker of 

work-related stress. 
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Hypothesis 1 (H1): Technostress creators, in terms of techno-overload, techno-invasion, techno-

complexity, techno-insecurity, and techno-uncertainty, will be positively associated with hair corti-

sol/DHEA(S) ratio. 

In addition to job demands (i.e., factors that create stress), job resources are other aspects of the job 

that can lead to employees’ health and well-being by nurturing both extrinsic and intrinsic motivation (i.e., 

the motivational process of the JD-R; Bakker & Demerouti, 2017). Additionally, job resources have the 

potential to reduce the psycho-physiological costs associated with job demands including TCs, which is the 

buffer hypothesis of the JD-R (Bakker et al., 2005). Specifically, job autonomy (JA) refers to the “extent to 

which a job allows freedom, independence, and discretion to schedule work, make decisions, and choose the 

methods used to perform tasks” (Morgeson & Humphrey, 2006, p. 1323). Research in the field of tech-

nostress has shown that employees with greater JA are more resilient to technology-related demands (Suh & 

Lee, 2017). For example, employees whose supervisors promote autonomy may perceive reduced interrup-

tion overload (Tams et al., 2020) and be better equipped to manage the demands of a digital work environ-

ment (Rademaker et al., 2023), which results in less work-related stress and increased work engagement 

(Bošković, 2021). Conversely, lack of autonomy may pose challenges for employees when adopting new 

software or dealing with ICT (Barrett, 2018). 

Furthermore, previous research indicates that greater JA is associated with increased opportu-

nities to cope effectively with stressful situations at work among SWs (Bakker & Demerouti, 2007). 

For example, providing SWs with control over their work can increase their flexibility in adapting to 

unexpected situations (e.g., computer or system failures) or can help them in developing new strategies 

to overcome temporary challenges (e.g., using technology to perform tasks more efficiently), thus re-

ducing fatigue and exhaustion associated with TCs (Barrett, 2018; Jamal et al., 2021). In this perspec-

tive, JA is expected to attenuate the association between technology-related demands and the strain 

response. However, it should be noted that previous research has also found an inverse effect (Andre-

assen et al., 2017; Meier et al., 2008), which is known as the “autonomy paradox” (Mazmanian et al., 

2013). Accordingly, an excess of autonomy may not be helpful and may even exacerbate the negative 

effects of stressors (for more information, please see the Discussion section). However, in line with the 

JD-R theory (Bakker et al., 2023) and the Job Demand-Control model (Karasek, 1979), as well as con-

sistent with previous empirical research (Cianci et al., 2024), in our study we hypothesize that autonomy 

has a buffering — rather than an exacerbating — effect. In the light of this reasoning, we hypothesized 

that JA would moderate the positive association between TCs and hair cortisol/DHEA(S) ratio, which 

is expected to be weaker when JA is high.  

Hypothesis 2 (H2): Job autonomy will moderate the association between technostress creators, in 

terms of techno-overload, techno-invasion, techno-complexity, techno-insecurity, and techno-uncertainty, 

and hair cortisol/DHEA(S) ratio, which is expected to be weaker when job autonomy is high. 

 

 

METHOD 

 

Participants and Procedures  

 

The study participants were employees of a private company in the metalworking sector who 

worked remotely for all or part of their working time (i.e., smart workers). A total of 85 workers agreed to 

participate in a research project focused on fostering workers’ well-being amidst the COVID-19 pandemic. 
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In June 2022 participants were invited to complete a self-report questionnaire (i.e., psychological data) de-

signed to determine technostress creators as well as sociodemographic variables including sex and age. At 

this stage, employees were provided with a personal identification code that was required to match psycho-

logical data with biological data, namely the concentrations of cortisol and DHEA(S) in hair. Next, a hair 

strand was collected noninvasively from each participant (i.e., biological data). Prior to completing the ques-

tionnaire, employees were informed that their involvement in the study was voluntary and confidential, and 

that they could withdraw at any time. Participants also provided written informed consent before data col-

lection. The project was approved by the Ethical Committee for the Psychological Research of the University 

of Padova, Italy (protocol n. 4632). 

The sample included 29 females (34.1%) and 56 males (65.9%) with the majority of respond-

ents being under 50 years of age (67.1%). With respect to their occupation, 68 participants were white -

collar workers (80%) and 17 were middle or top managers (20%). Finally, most of the participants had 

children (56.5%; three missing values, 3.5%) and had been with the company for more than five years 

(73%; three missing values, 3.5%). With respect to SW, participants on average worked remotely 21.7 

hours per week (SD = 11.2). 

 

 

Psychological Measures 

 

With respect to psychological data, the self-report questionnaire included the following self-re-

port measures: 

Technostress creators were measured using a shortened Italian adaptation of the scale developed by 

Ragu-Nathan et al. (2008). This instrument included 14 items aimed at detecting techno-overload (two items; 

e.g., “I am forced by this technology to work with very tight time schedules”), techno-invasion (three items; 

e.g., “I feel my personal life is being invaded by this technology”), techno-complexity (three items; e.g., “I 

often find it too complex for me to understand and use new technologies”), techno-insecurity (two items; 

e.g., “I feel constant threat to my job security due to new technologies”), and techno-uncertainty (four items; 

e.g., “There are always new developments in the technologies we use in our organization”). The response 

scale ranged from 1 (strongly disagree) to 5 (strongly agree). In this study, Cronbach’s alpha ranged from 

.76 (techno-invasion) to .92 (techno-overload). 

Job autonomy was assessed using a scale taken from the Qu-Bo Test (De Carlo et al., 2008). 

The scale comprised of three items that measured the general level of JA (e.g., “Your job allows you to 

autonomously decide the pace of work”). The response scale ranged from 1 (strongly disagree) to 6 

(strongly agree), and higher scores reflected a greater level of autonomy. Cronbach’s alpha was .88 in 

this study. 

 

 

Biological Measures 

 

Cortisol and DHEA(S) were quantified in the first most proximal centimeter of the gathered scalp 

hair from a posterior-to-vertex position since it has been found that this area has a greatest growth synchrony 

(Abell et al., 2016). Each sample was stored in a paper envelope at room temperature and protected from UV 

rays until processing. Twenty-five milligrams of hair were weighted, and each hair strand was washed twice 

using H2O for 3′ and then, in agreement with Davenport et al. (2006) twice with isopropanol for 3′. Steroids 

were extracted by incubating each specimen for 16 h in methanol at 37°C. Next, the liquid in the vial was 
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evaporated to dryness at 37°C under an airstream suction hood. The dried residue was then resuspended in 

1.2 mL of ELISA buffer (50 mM phosphate buffer, pH 7.4, 0.4% BSA, 0.5 M NaCl). The concentrations of 

cortisol and DHEA(S) were measured using an in-house Enzyme-linked Immunosorbent Assay (ELISA) as 

described by Falco et al. (2023). 

 

 

Data Analysis 

 

The relationships hypothesized in the study were tested using moderated multiple regression 

analysis. In Model 1 (M1), the hair cortisol/DHEA(S) ratio was regressed on techno-overload, JA, and 

the respective interaction term. The other models were similar,  except that the technostress creator was 

techno-invasion in Model 2 (M2), techno-complexity in Model 3 (M3), techno-insecurity in Model 4 

(M4), and techno-uncertainty in Model 5 (M5). The models included mean-centered independent vari-

ables (excluding dichotomous variables for sex and age, see below) to facilitate result interpretation. If 

a significant interaction was found, a simple slope analysis was performed to determine whether the 

specific technostress creator was associated with hair cortisol/DHEA(S) ratio at high (+1SD) and low 

(−1SD) levels of JA. Significant interactions were also presented graphically (Cohen et al., 2003). As 

previous research has shown an association between hair cortisol/DHEA(S) concentrations and sex/age 

(Binz et al., 2018; Dettenborn et al., 2012; Feller et al., 2014; Qiao et al., 2017; Stalder et al., 2017), 

they were both included as control variables in all the models tested. Finally, missing values were con-

sidered. Data were missing completely at random (Little’s MCAR test χ2 = 271.93, df = 245, p = .11), 

and before analyzing data missing values were estimated using the expectation-maximization algorithm 

(Cox et al., 2014). Overall, 24 missing values (1.3%) were imputed. Statistical analyses were performed 

using R version 4.3.1 (R Core Team, 2023).   

 

 

RESULTS 

 

Descriptive Statistics 

 

All variables had univariate skewness and kurtosis that fell within the acceptable range of ±2.0 

and ±7.0, respectively (Finney & DiStefano, 2013). Correlations and descriptive statistics are presented 

in Table 1.  

Correlation analysis showed a positive association between log cortisol/DHEA(S) ratio and 

techno-complexity (r83 = .23, p = .03), techno-insecurity (r83 = .21, p = .049), and techno-uncertainty 

(r83 = .25, p = .02). Job autonomy was negatively associated with techno-insecurity (r83 = −.38, p < 

.001) and techno-complexity, although this association was marginally significant (r83 = −.18, p < .10), 

meaning that JA was associated with reduced TCs, at least in some cases. With respect to control vari-

ables, there was a significant difference in log cortisol/DHEA(S) ratio across sex, with higher levels in 

females (M = −0.51, SD = 0.28) compared to males (M = −0.87, SD = 0.34), t(67.83) = 5.12, p < .01, 

Cohen’s d = 1.11 (large effect size; Cohen, 1992). Finally, a significant difference in log corti-

sol/DHEA(S) ratio across age emerged, with higher levels in workers over the age of 50 ( M = −0.61, 

SD = 0.35) compared to those under the age of 50 (M = −0.82, SD = 0.35), t(52.91) = −2.59, p = .01, 

Cohen’s d = 0.61 (medium effect size; Cohen, 1992). 
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TABLE 1 

Means, standard deviations, and correlations for study variables (N = 85)   

 

Variable M SD 1 2 3 4 5 6 7 8 9 

1. Cortisol/DHEA(S) ratio 0.25 0.21 −                

2. Techno-overload 2.09 0.95 .17 −              

3. Techno-invasion 1.66 0.78 .08 .56** −            

4. Techno-complexity 2.04 1.02 .23* .41** .23* −          

5. Techno-insecurity 1.64 0.84 .21* .51** .25* .59** −        

6. Techno-uncertainty 2.85 0.81 .25* .42** .07 .36** .29** −      

7. Job autonomy 4.13 1.14 .03 −.13 −.06 −.18 −.38** −.12 −    

8. Sex a 0.66 0.48 −.47** −.03 .06 −.16 −.04 −.14 −.14 −  

9. Age b 0.33 0.47 .28* .18 −.03 .41** .32** .15 −.18 −.02 − 

Note. M and SD are used to represent mean and standard deviation, respectively. Cortisol/DHEA(S) ratio values were log-transformed prior to data analyses, including 
correlations shown above. DHEA(S) = dehydroepiandrosterone (sulfate). a 0 = female, 1 = male. b 0 = ≤  50 years old, 1 = > 50 years old.  
*p < .05. **p < .01. 
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Hypothesis Testing 

 

The results of the regression analyses are presented in Table 2, in which unstandardized regression 

coefficients are reported. In all the models tested, a positive versus negative association between log corti-

sol/DHEA(S) ratio and predictors would be interpreted as a health-threatening versus protective effect, based 

on the conceptualization of the ratio as a biomarker of work-related stress. In all the tested models, the log 

cortisol/DHEA(S) ratio was negatively associated with sex, while age showed a positive association. This is 

in line with the aforementioned findings indicating that females and workers over the age of 50 had higher 

levels of log cortisol/DHEA(S) ratio.  

Among technostress creators, only techno-insecurity in M4 was positively associated with log cor-

tisol/DHEA(S) ratio at average levels of job autonomy and controlling for the effect of sex and age, b = 0.10, 

SE = 0.05, p = .04, sr = .19. Therefore, H1 was only supported for techno-insecurity. 

The interaction term between techno-overload and JA was significant in M1, b = 0.06, SE = 0.03, p 

= .02, and accounted for an additional 5% of the variance in log cortisol/DHEA(S) ratio, Fchange(1, 79) = 5.53, 

p = .02, f2 = .07, considered a small to medium effect (Cohen, 1992). Simple slope analysis showed that the 

association between techno-overload and log cortisol/DHEA(S) ratio was positive and significant when JA 

was high (b = 0.12, SE = 0.05, p = .01) but not significant when JA was low (b = −0.02, SE = 0.05, p = .63). 

The interaction between techno-overload and JA is shown in the Figure 1. Techno-invasion in M2 showed a 

similar pattern of results. The interaction term between techno-invasion and JA was significant, b = 0.08, SE 

= 0.03, p = .03, and accounted for an additional 4% of the variance in log cortisol/DHEA(S) ratio, Fchange(1, 

79) = 4.80, p = .03, f2 = .06, considered a small to medium effect (Cohen, 1992). Simple slope analysis 

showed that the association between techno-invasion and log cortisol/DHEA(S) ratio was positive and sig-

nificant when JA was high (b = 0.14, SE = 0.06, p = .02) but not significant when JA was low (b = −0.03, 

SE = 0.06, p = .60). Next, the interaction term between techno-insecurity and JA in M4 was significant, b = 

0.08, SE = 0.03, p = .02, and accounted for an additional 5% of the variance in log cortisol/DHEA(S) ratio, 

Fchange(1, 79) = 5.53, p = .02, f2 = .07, a small to medium effect (Cohen, 1992). Simple slope analysis showed 

that the association between techno-insecurity and log cortisol/DHEA(S) ratio was positive and significant 

when JA was high (b = 0.18, SE = 0.07, p < .01) but not significant when JA was low (b = 0.01, SE = 0.05, 

p = .86). Finally, neither the interaction term between techno-complexity and JA (b = 0.03, SE = 0.03, p = 

.36) nor the interaction term between techno-uncertainty and JA (b = 0.03, SE = 0.04, p = .42) were signifi-

cant in M3 or M5, respectively. Summarizing, JA moderated the association between techno-overload/-in-

vasion/-insecurity and log cortisol/DHEA(S) ratio, but the effect was in the opposite direction: the associa-

tion between TCs and log cortisol/DHEA(S) ratio was not significant when JA was low, but positive and 

significant when JA was high. Thus, JA exacerbated — rather than buffered — the association between TCs 

and log cortisol/DHEA(S) ratio, and H2 was not supported. 

 

 

Post Hoc Analysis 

 

Post hoc analyses were carried out to address specific issues pertaining to (i) managerial status, (ii) 

the potential nonlinear association between JA and outcomes, and (iii) possible interaction between sex and 

the main predictors, in terms of technostress creators as well as JA. First, our sample included 17 (20%) 

middle or top managers. Managers often have more JA than followers (Karasek et al., 1998), and they often  
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TABLE 2 

Multiple regression analyses for log cortisol/DHEA(S) ratio (N = 85) 

 

 Dependent variable: Log cortisol/DHEA(S) ratio 

Variable 
Model 1 

Techno-overload 

Model 2 

Techno-invasion 

Model 3 

Techno-complexity 

Model 4 

Techno-insecurity 

Model 5 

Techno-uncertainty 

 B SE B SE B SE B SE B SE 

Sex a −0.30*** 0.07 −0.34*** 0.07 −0.33*** 0.07 −0.31*** 0.07 −0.33*** 0.07 

Age b 0.20** 0.07 0.20** 0.07 0.20* 0.08 0.19* 0.07 0.20** 0.07 

Technostress creator c 0.05 0.04 0.06 0.04 0.02 0.04 0.10* 0.05 0.07 0.04 

Job autonomy 0.01 0.03 −0.01 0.03 0.01 0.03 0.01 0.03 0.01 0.03 

Technostress creator X job autonomy 0.06* 0.03 0.08* 0.03 0.03 0.03 0.08* 0.03 0.03 0.04 

R2 .35***  .34***  .30***  .35***  .32***  

ΔR2 .05*  .04*  .01  .05*  .01  

AIC 45.12  45.89  51.26  44.69  48.93  

BIC 62.22  63.00  68.36  61.79  66.03  

Note The independent variables included in the models (excluding dichotomous variables) were mean-centered, to enable easier interpretations of the results. The values of corti-

sol/dehydroepiandrosterone sulfate ratio were log-transformed prior to data analysis. Unstandardized regression coefficients are reported in the table. DHEA(S) = dehydroepiandro-

sterone (sulfate). AIC = Akaike information criterion. BIC = Bayesian information criterion. a 0 = female, 1 = male. b 0 = ≤  50 years old, 1 = > 50 years old. c In each model, a 
different technostress creator was analyzed. These were techno-overload in Model 1, techno-invasion in Model 2, techno-complexity in Model 3, techno-insecurity in Model 4, and 

techno-uncertainty in Model 5. 
*p < .05. **p < .01. ***p < .001. 
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FIGURE 1 

The moderating role of job autonomy in the relationship between  

techno-overload and log cortisol/DHEA(S) ratio 

 

 

have a lot of other stressors than followers that arise from their supervisor role (e.g., to give critical perfor-

mance feedback to others). Moreover, managers’ higher JA is also bound to a higher responsibility for work 

processes and outputs, especially when SW is introduced, and supervision tasks have to be done per 

video/digitally (Delfino & van der Kolk, 2021). Hence, we investigated the role of managerial status in 

greater depth. The proportion of middle or top managers did not differ by sex, χ2(1) = .01, p = .92. There 

were no significant differences in focal constructs between middle/top managers and white-collar workers, 

including log cortisol/DHEA(S) ratio and TCs, with the exception of techno-uncertainty, with marginally 

higher scores among white-collar workers (M = 2.93, SD = 0.82) compared to middle/top managers (M = 

2.54, SD = 0.70), t(28.29) = 1.97, p = .06, Cohen’s d = 0.48. Interestingly, in our study there was no signifi-

cant difference in JA between middle/top managers and white-collar workers. To check whether the hypoth-

esized two-way interaction (i.e., between TCs and JA) differs across the levels of a third variable, namely 

managerial status, five three-way interaction models were estimated, one for each TC, following the same 

logic as in Table 2. These models did not account for any additional variance in the log cortisol/DHEA(S) 

ratio compared to the two-way interaction models (Model 1 to Model 5 in Table 2), and the three-way inter-

action term was not significant in any of the models tested. This implies that the hypothesized two-way 

interaction did not vary across levels of managerial status. 

Next, previous research has suggested a nonlinear association between JA and psychological well-

being (e.g., Clausen et al., 2022). To control for possible curvilinear effects of JA, five models were then 

estimated — one for each TC, following the same logic as in Table 2 — in which the square of JA was 

entered into the regression equation. The square term of JA was not significant in all the models tested and 

the interaction term was still significant after its inclusion, suggesting that the moderating effect is supported 

above and beyond possible curvilinear effects of JA (Dawson, 2014).  
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Finally, five additional models — one for each TC (see Table 2) — were estimated to check 

whether the impact of TCs and JA on the log cortisol/DHEA(S) ratio differs by sex. The interaction term 

between sex and JA was not significant in all the models, meaning that the association between JA and 

log cortisol/DHEA(S) ratio did not differ by sex. A similar pattern of results occurred for TCs, with the 

exception of techno-insecurity. Specifically, a simple slope analysis showed that the association between 

techno-insecurity and log cortisol/DHEA(S) ratio was positive and significant only for females (b = 0.20, 

SE = 0.07, p < .01) but not for males (b = −0.01, SE = 0.06, p = .97). Summarizing, the association 

between the main predictors and log cortisol/DHEA(S) ratio did not differ between sexes, with the ex-

ception of techno-insecurity. 

 

 

DISCUSSION 

 

The aim of this study was to examine the relationship between TCs — or technology-related risk 

factors — and the strain response among SWs, with a focus on the protective role of JA. Building on the JD-

R theory (Bakker et al., 2023; Demerouti et al., 2001) and the AL model (McEwen, 1998), we hypothesized 

that TCs would be positively associated with hair cortisol/DHEA(S) ratio as a biomarker of work-related 

stress (Qiao et al., 2017; Theorell et al., 2021). We also hypothesized that JA would attenuate the association 

between TCs and hair cortisol/DHEA(S) ratio, which is expected to be weaker when JA is high (i.e., the 

buffer hypothesis of the JD-R; Bakker et al., 2005). The results only partially supported our predictions. 

While zero-order correlations showed positive associations between hair cortisol/DHEA(S) ratio on the one 

hand, and techno-complexity, techno-insecurity, and techno-uncertainty on the other, only techno-insecurity 

was positively associated with hair cortisol/DHEA(S) ratio in regression models, that is, at average levels of 

JA as well as controlling for the effect of sex and age. Interestingly, a post hoc analysis showed that the 

association between techno-insecurity and log cortisol/DHEA(S) ratio was positive and significant only for 

females, suggesting possible sex differences in the technostress response. These findings are consistent with 

recent studies showing that women are less able to adapt to situations requiring intensive use of ICT and 

report higher levels of ICT-related anxiety (Nimrod, 2022; Solís et al., 2023). This trend may be rooted in 

broader societal issues, as evidenced by a study conducted by Plan International and Bocconi University 

(2020). The study highlights the role of cultural stereotypes in perpetuating the notion that the technology 

sector is unwelcoming to women. These stereotypes, which portray technology as a male-dominated field (at 

least in some countries), emerge early in life, influencing both educational environments and career choices. 

For example, gender biases in entertainment (e.g., game choice) and education lead to a systematic underes-

timation of girls’ abilities in quantitative subjects such as mathematics and science. This contributes to 

women’s insecurity in the use of technology and gender inequality in the technology sector. Furthermore, 

contrary to our expectations, JA exacerbated, rather than attenuated, the positive association between three 

TCs, namely techno-overload/-invasion/-insecurity, and hair cortisol/DHEA(S) ratio, in such a way that the 

association between these TCs and hair cortisol/DHEA(S) ratio was positive and significant when JA was 

high, but not significant when JA was low. Thus, a high degree of autonomy at work appeared to aggravate 

the negative consequences of (at least some) technology-related risk factors. 

We believe that our study makes at least two valuable contributions to the field. First, to the best 

of our knowledge, this is the first study to investigate the association between TCs and hair corti-

sol/DHEA(S) ratio as a possible biomarker of work-related stress among SWs. By showing that percep-

tions of techno-overload/-invasion/-insecurity — especially when coupled with high job autonomy — are 
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positively associated with hair cortisol/DHEA(S) ratio when working remotely, this research suggests that 

under certain circumstances TCs may lead to a dysregulation of the HPA axis over time (i.e., low DHEA(S) 

levels are unable to offset the negative effects of high cortisol levels; Goulter et al., 2019; Kimonis et al., 

2019). In doing so, we believe that our study contributes to the field by elucidating one physiological 

mechanism (among others; see O’Connor et al., 2021) potentially involved in the association between TCs 

and stress-related health impairment in SWs (Huo et al., 2017; Nastjuk et al., 2023), a population of work-

ers who are particularly at risk due to the extensive use of ICT to perform work-related tasks and com-

municate with colleagues/supervisors (Eurofound, 2020; Singh et al., 2022). Notably, our findings were 

robust as we controlled for the effects of sex and age, two factors associated with hair concentrations of 

both cortisol and DHEA(S) (e.g., Qiao et al., 2017; Stalder et al., 2017), but we encourage researchers to 

further investigate the possible, substantive role of sex/age differences in technostress (e.g., diversity in 

coping strategies; Nimrod, 2022). 

The discussion of our findings would benefit from a wider contextualization in the light of previous 

research that, although in its infancy, is likely to provide useful insights. In a longitudinal study among 

workers from different organizational contexts, Falco et al. (2023) found that workload — as the amount of 

work to be done in a given time or the complexity of job tasks (De Carlo et al., 2019) — was positively 

associated with hair cortisol/DHEA(S) ratio in SWs. Although not focused on technostress, this research 

suggests that SWs may have difficulty in managing their workload effectively (e.g., due to information over-

load or disrupted workflow), which may lead to a dysregulation of the HPA axis over time, as reflected by 

an elevated cortisol/DHEA(S) ratio in hair. In a more recent research Kaltenegger et al. (2024) found that 

technology-related job demands in the form of work interruptions, multitasking, and information overload 

were negatively associated with hair cortisol concentration but not associated with C-reactive protein — a 

biomarker of chronic low-grade inflammation — in a sample of healthcare workers (Rohleder, 2014). While 

these findings provide an initial examination of the physiological mechanisms involved in the association 

between technostressors and health impairment, the study by Kaltenegger et al. (2024) also highlights that 

the effects of prolonged/chronic exposure to technostressors on the HPA axis and chronic low-grade inflam-

mation — two key biological mechanisms linking stress and disease (Kaltenegger et al., 2021) — have been 

largely overlooked to date. We believe that our study contributes to this emerging line of research by showing 

an association between well-established TCs and hair cortisol/DHEA(S) ratio — especially when job auton-

omy is elevated — which has been proposed to be more informative as a stress biomarker than the absolute 

concentrations of either cortisol or DHEA(S) (Maninger et al., 2009; Whitham et al., 2020). Clearly, more 

research is needed to further investigate the association between TCs and hair cortisol/DHEA(S) ratio in 

different working populations and using longitudinal data. 

Our study makes a second contribution by exploring the role of JA — a well-established job re-

source — in technostress, a topic that has not been extensively explored in the literature (Karimikia et al., 

2021). The reversed effect of autonomy in the relationship between some TCs and hair cortisol/DHEA(S) 

ratio was unexpected, as JA plays a central, beneficial role in several theoretical models of work-related 

stress and motivation. For example, according to the Job Demand-Control model (Karasek, 1979) job auton-

omy, as one key aspect of decision latitude, may buffer the potential negative effects of high demands on 

psychophysical health (Van der Doef & Maes, 1998), while the Job Characteristics theory (Hackman & 

Oldham, 1976) states that jobs should contain sufficient amounts of resources — including autonomy — as 

they promote motivation and performance. These theoretical assumptions are also incorporated in the JD-R 

theory, according to which job resources, including JA, may help in dealing with job demands and reduce 

their negative health outcomes (e.g., job burnout), but they also promote motivation (e.g., work engagement) 
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through the satisfaction of basic human needs such as the need for autonomy (i.e., Self-Determination theory; 

Deci et al., 2017). More recently, however, a more nuanced perspective has emerged, with job resources 

having either favorable or unfavorable effects, depending on their level, the context in which a particular 

resource occurs, but also on personal factors (van Veldhoven et al., 2020).  

In terms of resource levels, the Vitamin model (Warr, 1994) recognizes that the beneficial effect of a 

job resource may increase to a certain level, after which further increases in the resource may have no additional 

effect (e.g., salary, income) or may even have a detrimental effect, such as in the case of JA. Notably, the study 

participants were white-collar and middle/top managers, who were likely to have had jobs characterized by high 

levels of autonomy even before taking advantage of SW (Sewell & Taskin, 2015). When working remotely, 

these workers may have further increased their levels of JA to the point where this leads to a lack of clarity and 

difficult decision making (Dettmers & Bredehöft, 2020), with individuals feeling overburdened by the perva-

siveness of technology-related demands (Karimikia et al., 2021), a phenomenon known as “too much of a good 

thing” (van Veldhoven et al., 2020). In line with this reasoning, it should be noted that participants in our study 

reported relatively high JA scores (M = 4.13, SD = 1.14 on a six-point response scale).  

Next, employees may not necessarily benefit from traditional job resources such as JA in the context 

of remote working. For example, SWs with greater JA may face particular problems in using technology due 

to their idiosyncratic work schedules or ways of using ICT that may not be shared by colleagues or supervisors 

(Karimikia et al., 2021). This specificity of working patterns may hinder, rather than enhance, their ability to 

manage technostress effectively. Similarly, while a high degree of autonomy may allow smart workers to 

benefit in the short term from some of the advantages of ICT, such as professional flexibility and control over 

interactions, it also intensifies expectations of one’s availability and reduces the ability to disconnect from 

work in the long run (i.e., “autonomy paradox”; Mazmanian et al., 2013). It is also possible that job autonomy 

may cause longer work hours, less breaks, and work with lower ergonomic standards compared to work in the 

office or lab. A longitudinal study found ergonomics after change into home offices to be worse compared to 

ergonomics onsite at baseline (Aegerter et al., 2021). Finally, previous research has shown that personal char-

acteristics, such as locus of control or self-efficacy, may influence the potential buffering effect of JA (Meier 

et al., 2008). Hence, personal characteristics, such as locus of control or self-efficacy — that is, personal 

resources (Schaufeli & Taris, 2014) — are needed to be able to use JA effectively. When these personal re-

sources are low, at best JA does not provide any advantage; at worst, JA may even become a stressor, turning 

from a resource to a demand (Meier et al., 2008). This emphasizes the importance of context-specific personal 

resources in technostress, including for example technology self-efficacy, which refers to an individual’s sub-

jective perception about one’s ability to use technology in the accomplishment of a work task (Tarafdar et al., 

2015). In summary, the finding that JA exacerbates the association between TCs and stress biomarkers is 

counterintuitive and warrants further exploration in future research. 

This reasoning does not imply, of course, that JA should no longer be regarded as a valuable resource 

when working remotely. In the future, it might be useful to pay more attention to new forms of JA aimed at 

integrating the modern work organization based on teamwork and interdependence (e.g., tied autonomy; 

Väänänen & Toivanen, 2018), the specific needs of remote workers (e.g., a self-paced, self-determined use of 

new technologies; Fleischer & Wanckel, 2023), as well as the need for support from colleagues and supervisors 

(e.g., to reduce social and professional isolation; Sewell & Taskin, 2015). Additionally, further investigation is 

necessary into the role of personal resources, such as technology self-efficacy (Tarafdar et al., 2015). At a more 

general level, research into the benefits and potential harms of job resources in the context of technostress and 

SW for different individuals and situations would be valuable at multiple levels (van Veldhoven et al., 2020). 

From a theoretical standpoint, this will facilitate a deeper understanding of the complex nature and function of 
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job resources in the context of remote work, where ICT plays a pivotal role. From a practical perspective, 

understanding why, when, and for whom resources may have positive or negative effects can assist practitioners 

in designing high-quality work, both in terms of technology and psychosocial aspects. 

 

 

Limitations and Future Research 

 

The results should be interpreted while considering some limitations. First, the cross-sectional de-

sign of this research precluded conclusions about the direction of the observed relationships. Although our 

hypotheses are consistent with the health impairment process of the JD-R theory, it is important to note that 

reversed causal and reciprocal effects may also be possible (Bakker et al., 2023). For instance, employees 

who already experience strain — as reflected by higher cortisol/DHEA(S) ratio — may also perceive higher 

levels of technology-related demands (e.g., due to their diminished coping resources, in terms of psycho-

physical energies). Next, in this study we investigated work experience and well-being among SWs of a 

metalworking company, which leads to two considerations. On the one hand, the participants came from a 

single organization, were relatively young, and the gender distribution was rather unbalanced. This, coupled 

with the relatively limited sample size, may limit the generalizability of the findings to the general working 

population. On the other hand, it is important to note that SW is not always a binary phenomenon, as em-

ployees may vary in the degree to which they work remotely (Golden & Gajendran, 2019). Therefore, further 

research is necessary to explore whether and how the extent of remote working may affect technostress and 

well-being. Future studies could also consider the potential impact of past experience with SW on employees’ 

well-being. For example, recent research showed that supervisors who did no home-office before COVID-

19 were more stressed during COVID-19 than supervisors with prior experience in home-office work (Gal-

liker et al., 2024). Finally, to explore possible differences in the associations between constructs across work 

arrangements, further studies should test a potential three-way interaction between ICT stressors, ICT con-

trol, and remote working. It is important to note that the study lacked statistical power to detect significant 

three-way interactions due to the limited sample size. 

 

 

Practical Implications 

 

Finally, despite the aforementioned limitations, we believe that our study has several practical im-

plications. First, by identifying TCs associated with a biomarker of stress, our study will help managers and 

practitioners to recognize different ways in which technology-related stressors may lead to negative health 

outcomes (Mishra & Rašticová, 2024), especially when working remotely (De Carlo et al., 2022). For exam-

ple, addressing techno-overload (e.g., technology-mediated interruptions and increased workload due to in-

formation overload/security requirements), techno-invasion (e.g., expectations of 24/7 availability and 

blurred boundaries between work and private life), and techno-insecurity (e.g., individuals’ fear of being 

replaced by technology or someone with stronger technological skills) may contribute to reduce negative 

technology-related outcomes while increasing employee well-being and motivation (Hakanen et al., 2021). 

Additionally, drawing on the JD-R theory, a good balance between job demands and resources is essential 

to prevent negative outcomes. However, employees do not necessarily benefit from elevated JA when work-

ing remotely, as high individual task autonomy may conflict with intense socio-temporal interdependence 

with team members, resulting in increased organizational disorientation and work fragmentation (Väänänen 
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et al., 2020). In this perspective, interventions should be aimed at promoting tied autonomy, where high 

levels of individual freedom to make decisions and plan one’s work are balanced by high levels of connec-

tivity and temporal interdependence (Väänänen et al., 2020). Examples are shared and mutually agreed silent 

times in workplaces and specific days of the week for teleworking or meetings. In addition, interventions 

could be aimed at promoting an organizational culture that is attentive to the problems of over-connectivity. 

In this regard, training and information activities could promote the right to disconnect, also in line with 

Italian Legislative Decree 81/2017. 

 

 

CONCLUSION 

 

The widespread use of ICT in personal and professional settings suggests an increasing prevalence 

of technology-related outcomes over time, which may be positive (e.g., efficiency and innovation) or nega-

tive (e.g., technostress; Tarafdar et al., 2007, 2019). Research suggests that technology-related risk factors 

such as TCs — if not managed appropriately — can lead to health problems and reduced job satisfaction, 

while also hindering organizational effectiveness (Karimikia et al., 2021). By showing an association be-

tween TCs and hair cortisol/DHEA(S) ratio, our study sheds light on a physiological mechanism — dysreg-

ulation of the HPA axis — potentially linking (techno)stress and disease (Kaltenegger et al., 2024). While 

further research is certainly needed, our study also contributes to the identification of possible biomarkers of 

technostress that could be useful to identify and support particularly vulnerable workers, including SWs 

(Kasemy et al., 2022), with potential positive consequences for both workers and organizations. 
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