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ABSTRACT

The current study derives its significance from the importance of the commercial banking sector, which
is the cornerstone of the economy and the driver of corporate financing operations. This study aims to
diagnose and test the relationship between variables of financial risk management and digital customer
services in the Iraqi commercial banking sector, while analyzing the role of cybersecurity as an
interactive variable in this relationship. This study is deemed essential due to the increasing reliance on
digital platforms and the rising cyber threats that necessitate robust strategies to ensure service
continuity, security, reliability, and trust.

The study adopted a descriptive analytical approach for data analysis and interpretation. A questionnaire
was used to collect data, with (351) forms distributed, and the study was conducted on a sample of (18)
commercial banks. The sample included various levels of upper, middle, and executive management. A
set of statistical methods and tools was utilized, including Excel, Smart PLS4. The results of the
descriptive analysis demonstrated that the surveyed banks possess Banking Financial Risk Management
while simultaneously working to enhance the Digital Customer Services. Furthermore, the results
indicated positive trends concerning cybersecurity. The statistical analysis results revealed a significant
relationship between Banking Financial Risk Management and the Digital Customer Services, as well
as an interactive role of Cybersecurity between the research variables.
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INTRODUCTION

The increasing reliance of the banking sector in recent years on digital services has made it essential to enhance
cybersecurity to protect sensitive data from unauthorized access. In the context of financial risk management, this
includes identifying and assessing the risk priorities that financial institutions may face, as well as controlling the
negative impacts of those risks by developing risk management strategies to achieve banking stability. (fischer,2016:7)
Banks focus on serving digital customers with the aim of improving high-quality digital services in the economic
sector, in order to enhance business efficiency amidst the significant expansion of digital transformation and increased
digital competition among banks. Consequently, the quality of economic services has become a fundamental factor in
achieving sustainable competitive advantage, thereby supporting and enhancing the efficiency of financial sectors.
(Huang etal , 2024:861)

In light of the banks' shift from traditional operations to those based on digital systems, the need for effective
management of financial banking risks arising from digital failures or thefts is increasing.. (Kochovski et al., 2019:
16)

The continuity of the bank in providing digital services in a reliable and robust manner depends on cybersecurity
amidst a rapidly evolving environment of cyber threats. The rapid advancement in financial technology has increased
the interaction of individuals, organizations, and banks with financial services. Thus, the benefits of digital
transformation are accompanied by significant challenges, particularly concerning cybersecurity threats to banks. The
knowledge gap in the current study lies in the notable lack of studies addressing the relationship between financial
risk management in banking, digital customer services, and cybersecurity, due to the absence of integrated theoretical
frameworks and weak empirical evidence on how cybersecurity influences the reduction of financial risks associated
with key economic services, particularly in the Iraqi banking sector. Furthermore, there is a scarcity of studies
measuring dimensions of digital quality such as security, speed, and responsiveness in reducing financial risks in
emerging digital environments that rely on systems not fully protected from cyberattacks.

The challenges facing bank management require the adoption of robust cybersecurity strategies to protect sensitive
data, ensure service continuity, and enhance trust among users of digital financial services. (Fisher, 2016: 7)
Cybersecurity is an essential part of multi-service business management, relying on the ability to anticipate, respond
to, and adapt to cyber events. In the context of digital financial services, this becomes an important factor in protecting
transactions and user information with the programming of financial platforms. (colmann, 2011: 5) The current study
examines the interests of cybersecurity as key variables in multi-service financial management in the financial sector,
and its implications for the provision of economic services to people. It also explores how to study the effectiveness
of digital security in various fields and the quality of services provided to customers.

SCIENTIFIC METHODOLOGY OF THE STUDY
1.1 RESEARCH PROBLEM
This study seeks to understand how cybersecurity, as an interactive variable, affects financial risk management in
commercial banks and how this can impact the quality of banking services provided to customers. With technological
advancements and increasing cyber threats, it has become necessary to study how banking cybersecurity interacts with
financial risk management to improve digital customer services. Therefore, the research problem lies in how banking
financial risk management impacts the quality of economic services in light of current cyber challenges.
1.2 RESEARCH OBJECTIVES
The current research aims to study the interactive role of cybersecurity in the relationship between financial risk
management and digital customer services, which represent the new competitive advantage for banks in the current
era. Furthermore, it aims to highlight the importance of financial risk management in enhancing the financial stability
of banks. The research seeks to help banks avoid cybersecurity threats by strengthening cybersecurity measures to
adapt to these digital threats and risks.
1.3 IMPORTANCE OF THE RESEARCH
The current research aims to demonstrate the importance of applying its variables: banking financial risk management,
digital customer services, and cybersecurity. It also examines the availability of infrastructure and physical and human
resources in commercial banks. It also aims to analyze the impact of banking financial risk management on digital
customer services and explore the relationship between cybersecurity and banking financial risk management.
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1.4 RESEARCH HYPOTHESES

H1: There is a statistically significant impact relationship between Banking Financial Risk Management and the
Digital Customer Services of the commercial banks in the research sample.

H2: There is a statistically significant impact relationship between Banking Financial Risk Management and the
Digital Customer Services through the interactive effect of Cybersecurity of the commercial banks in the research
sample.

2. THEORETICAL FRAMEWORK OF THE STUDY

2.1 BANKING FINANCIAL RISK MANAGEMENT

Banking risks represent the potential financial losses resulting from a customer's inability to meet their obligations.
Successful banks operate according to a clear strategy based on the success or failure of their companies, while risk
management approaches vary from company to company, depending on the availability of sufficient data to facilitate
understanding of appropriate procedures.

The meaning of risks corresponds to the meaning of material and moral losses that occur due to an event with the
presence of contributing factors. They are considered phenomena of economics and management. The intensity of
risks has increased for two reasons: the first is the increase in changes that have occurred in the internal and external
environment, and the second is the diversification and expansion of economic activities, which has become a hallmark
of contemporary economies. (Sithipolvanichgul, 2016:16) Consequently, there is a connection between risks and rapid
environmental changes as well as economic diversification. On the other hand, businesses in general, and commercial
banks in particular, cannot avoid these risks, which will reflect on their business results and activities, in addition to
exposing them to failure and threats to the continuity of their operations. ( Rampini etal, 2016:5)

Risk management is defined as the uncertainty in making financing and investment decisions, profit distribution, and
determining acceptance and rejection decisions. Furthermore, risk management includes identifying the potential size
of investment losses and then taking appropriate action based on investment objectives and the risk tolerance of the
investor. It is also defined as identifying potential events that may affect the company's cash flows and reducing the
impact of these events on cash flows.

Risk management includes four main dimensions, starting with understanding the risks that companies must recognize
and formulating a clear perception of all risk-causing factors. It involves defining risks that represent unpredictable
events, which, when they occur, expose the company to problems. Furthermore, risk assessment requires the company
to conduct a continuous evaluation of these risks in terms of their severity and likelihood of occurrence. Finally, risk
monitoring and control involve overseeing and tracking the measures taken by the company and any
other potential deviations that may arise.( Stulz,2016 :48) Accordingly, there is a set of strategies employed for risk
management. Building a robust risk management strategy enables the company to understand and analyze risks, then
find solutions that mitigate the severity of those risks. The strategies employed for risk management include the
transfer strategy, which helps the bank accept risks from another party; the avoidance strategy, which the company
implements to avoid activities that lead to potential hazards; the mitigation strategy, which reduces the severity of
losses resulting from risks; and finally, the acceptance strategy, under which the company chooses to accept losses
when they occur. (Nanda,2024:22)

2.2 DIGITAL CUSTOMER SERVICES

It means using digital technology to direct reasons online or through mobile applications. The quality of these services
is essential to effectively meet the needs of users, especially in marginalized communities. High-quality digital
economic services can lead to improved access to official economic accounts, reduced transaction costs, and enhanced
customer satisfaction. (Sharma, & Diaz Andrade, 2023: 586). Digital customer services have improved access for
vulnerable groups to economic resources. By facilitating access to formal accounts and reducing the costs of financial
transfers, these services contribute to alleviating poverty and enhancing financial stability in marginalized
communities. This impact underscores the importance of maintaining the quality of services to ensure that the benefits
of digital financing are widely distributed. (Ozili, 2018: 349) The Digital Customer Services refers to the effectiveness,
efficiency, and user satisfaction with these services. High-quality digital economic services meet customer
expectations, ensure reliability, and create value for individuals and companies (Luo, et al, 2022:
18).

The aim of digital customer services is to achieve efficiency and effectiveness in the economic services provided
through digital means to meet customer needs and expectations. With the rapid advancements in financial technology
(FinTech), the quality of digital services has become a critical factor in the success of economic institutions in the
market (Bapat, 2022: 305).
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The main dimensions of the Digital Customer Services include accessibility and customer support. This dimension
refers to the availability of digital economic services to users, particularly marginalized groups (Madueke&
Eyupoglu,2024:5). It includes factors such as the geographical scope of services and the existing technological
infrastructure. Ensuring broad access is essential for enhancing financial inclusion and empowering users to benefit
from digital economic services. (Bankuoru Egala, et al, 2021: 148)

The usage dimension measures the frequency and effectiveness of user interactions with digital economic services. It
reflects the actual adoption and utilization of these services by consumers. High usage rates indicate that the services
meet user needs and integrate into their financial behaviors. (Vo ,etal,2020: 505)

Finally, data quality focuses on the accuracy, completeness, and reliability of the data used in digital economic
services. This is critical for effective decision-making and risk management. Poor data quality can lead to significant
operational risks and undermine customer trust in financial services. Quality encompasses various aspects of service
delivery, including reliability, security, and user experience. It also includes the service's responsiveness to user
inquiries and issues High-quality services enhance user trust and satisfaction.

2.3 CYBERSECURITY

,Cybersecurity represents a structured and disciplined approach that aligns strategy, operations, individuals
(.technology, and knowledge with the objective of managing the uncertainties faced by banksManab etal,2010:242)
The European Systemic Risk Board (ESRB), which oversees the financial system of the European Union, has
identified cyber risks as "a source of systemic risk to the financial system" (ESRB 2020) A set of activities and
,measures aimed at protection against attacks, sabotage, or other threats faced by computer systems, computer checks
.related devices, software, and the information contained within and communicated by them(Fischer,2014) based on
the fear that a cyber-security incident could escalate, creating a liquidity crisis that would erode the confidence of
economic actors and destabilize the entire system (Greenberg,2020:6). Liquidity is a buffer and stabilizing factor for
banks, ensuring the banking system's ability to meet credit requirements at all times (Al Zubaidi et al., 2025).To
understand how cyber risks can generate such devastating shocks to the critical infrastructure we rely on, let us
consider the widely reported case of the Danish shipping giant APM-Maersk. What is particularly interesting here is
not the identification of the attackers or what this attack says about the current state of cyber conflict (Arquilla and
Ronfeldt, 2007; Rid, 2012; Rid and Buchanan, 2015), but rather the extent of the destruction caused by such incidents
even for the largest and most mature organizations, and how victims are upgrading their traditional cyber security risk
management model to embrace a resilience model.( Ritchie,2019:2).

The concept of resilience remains marginal in the literature related to cyber risks. When it does appear, it primarily
arises in the field of computer science, where key research questions relate to identifying the engineering traits that
can make cyber systems more robust and the metrics that can be used to assess their resilience (Bodeau and Graubart,
2011; Linkov et al., 2013). While these matters are important, there is a need for a more comprehensive approach to
help understand the types of preparedness, responses, recovery, and adaptation activities necessary to enhance an
organization's Cybersecurity (The National Academies, 2012).

Cybersecurity can be defined as "the ability to achieve the intended outcome despite ongoing adverse cyber events"
(Bjork et al., 2015: 312). This definition distinguishes Cybersecurity from cybersecurity, whose primary goal is to
predict and prevent harmful events.

Cybersecurity also refers to an organization's ability to prepare for, respond to, and recover from cyber incidents
while maintaining core functions (Annarelli & Palombi, 2021: 14).

The importance of Cybersecurity in digital services is particularly pronounced in the financial sector, which is
especially vulnerable to cyber threats that can lead to significant operational disruptions and financial losses. The
increasing complexity of these attacks necessitates a robust Cybersecurity strategy that focuses not only on prevention
but also on recovery and adaptation. This dual focus helps improve the Digital Customer Services by ensuring that
organizations can maintain service continuity even in the face of cyber incidents (Petrenko, 2022: 159)

The Digital Customer Services is influenced by several factors, including data integrity, customer experience, and its
role in promoting financial inclusion. As the digital financial landscape continues to evolve, focusing on these aspects
will be crucial to maximizing the benefits of these services for all users (Yadav, 2023: 57). The implementation of
effective Cybersecurity measures can lead to numerous positive outcomes for digital economic services (Dupont,
2019: 34).

RESULTS

STATISTICAL DESCRIPTION OF THE RESEARCH VARIABLES
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The demographic composition of the respondents shows gender (56.3% males and 43.7% females); most of the
respondents are aged between 27 and 56 years, have university education (6.7% master’s, 64.4% bachelor’s and 28%
diploma), (37.4%) have worked more than 10 years, and (62.6%) have worked more than 10 years in the banks
surveyed, respectively.

Table 1
Statistical Description
Standard | Kurtos- | Skewn

Code Items Mean | Deviation | is -ess

How severe are the types of financial risks currently facing your | 3.56 | 1.18 -0.97 -0.32
FRMI1 | bank?

To what extent do you approve of the efficiency of your bank's | 3.44 | 1.22 -1.08 -0.26
FRM2 | credit risk management?

How effective is the regulatory environment in supporting banking | 3.44 | 1.15 -0.85 -0.30
FRM3 | risk management?

To what extent do political and economic factors impact your | 3.64 | 1.26 -0.96 -0.52
FRM4 | bank's financial risks?

To what extent does your bank utilize modern technologies in risk | 3.63 | 1.15 -1.02 -0.38
FRMS | management?

How difficult are the challenges facing your bank's risk | 3.50 | 1.23 -0.90 -0.41
FRM6 | management?

How important is it to enhance customer confidence in light of the | 3.59 | 1.26 -1.07 -0.46
FRM7 | current financial risks?

How important is it to improve your bank's risk management | 3.58 | 1.28 -0.99 -0.48

systems?
FRMS8
Banking Financial Risk Management 3.53 3.55 1.22 -0.98

How easy is it to use your bank's digital platforms (mobile | 3.50 | 1.26 -0.96 -0.39
QDS1 | app/website) to complete daily banking tasks?

How satisfied are you with the speed of transaction processing | 3.71 1.31 -0.85 -0.66
QDS2 | across digital channels?

To what extent do digital service options meet all your banking | 3.67 | 1.15 -0.99 -0.43
QDS3 | needs?

How accurate and reliable is the financial information presented | 3.64 | 1.14 -0.47 -0.59
QDS4 | across digital channels?

How effective is technical support in resolving digital banking | 3.60 | 1.24 -1.11 -0.42
QDS5 | issues?

How responsive is the bank to customer feedback to improve | 3.57 | 1.23 -0.82 -0.49
QDS6 | digital services?

How frequently do technical glitches hinder your digital banking | 3.72 | 1.16 -0.32 -0.71
QDS7 | experience?
Digital Customer Services 3.63 | 363 1.21 -0.79

How effective are your bank's measures in preventing | 3.60 | 1.29 -0.82 -0.61
CR1 cyberattacks?

To what extent do you feel your financial data is protected when | 3.54 | 1.29 -0.96 -0.50
CR2 using digital services?

How quickly does your bank respond when security threats are | 3.62 | 1.09 -0.79 -0.45
CR3 detected?

Are you adequately educated about secure digital service | 3.56 | 1.19 -1.09 -0.30
CR4 practices?

How often are you exposed to online fraud attempts through your | 3.57 | 1.21 -1.17 -0.34
CR5 bank's services?
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How do you rate the level of encryption used to protect your | 3.67 | 1.14 -0.98 -0.46
CR6 transactions?
CR7 Do additional security measures impact your digital experience? 3,59 | 1.13 -0.79 -0.41
How confident are you in your bank's ability to recover from | 3.86 | 1.26 -0.68 -0.77
CRS cyberattacks?

Cybersecurity 3.63 3.63 1.20 -0.91

Table (1) shows the average rating for the main dimensions of banking services (financial risk management, digital
customer service, and cybersecurity), with averages ranging from 3.53 to 3.63, indicating significant room for
improvement despite some positive points. Despite relative confidence in the targeted banks' ability to recover from
cyber attacks, the results reveal clear challenges, including technical challenges and data integrity concerns. The high
standard deviation also reflects significant variability in customer opinions, underscoring the urgent need to improve
service quality and ensure a more stable and reliable customer experience. These results demonstrate that the bank's
current performance requires comprehensive development to enhance operational efficiency and customer
satisfaction.

2.4 Confirmatory Factor Analysis: Below are the results of the confirmatory factor analysis of

the study variables, where we adopted the value (0.05) to retain the items without deleting them.

FRM1

FRM2 \
FRM2 \@% (0.000)

¥—__0.640(0.000)

FRMA 0.822 (0.000)
0.749 (0.000) ~~=
———10.752 (0.000) ——
0.761 {0.000

0.752 (0.

*_,/ 0.752 (0.000) Banking Financial

Risk Management
FRM7 /

FRM3

FRM3

FRMb

Fig 1. Factor analysis of Banking Financial Risk Management variable.

The results of Figure (1) which included the confirmatory factor analysis of Banking Financial Risk Management
variable indicate that the questionnaire items (8) achieved factor saturation coefficients that fall within the statistically
acceptable limits, as all items exceeded the approved minimum for factor saturation coefficients, indicating that these
items measure the targeted dimension with a sufficient degree of internal consistency, as well as the acceptable (P-
value), which was less than (0.05) for all items. Since excluding them does not significantly improve the quality of
the model, and based on the above, the structural model can be considered valid and suitable for use in the analysis
stages and subsequent statistical procedures.
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QDsi
,/‘ QDs2
0.812 (0.000) _—Y
759(0000) __, QDS3
0.732 (0.000)
-'_'_._'_.-. I
——0747(0.000— QDS4

0.870 (0.000)
0792(00000 ®  QDs5

Digital Customer  0.798 (0.000) 4
Services QDs6

abDsy

Fig 2. Factor analysis of Digital Customer Services variable.

The results of Figure (2) which included the confirmatory factor analysis of the of Digital Customer Services variable
indicate that the questionnaire items (7) achieved factor saturation coefficients that fall within the statistically
acceptable limits, as all items exceeded the approved minimum for factor saturation coefficients, indicating that these
items measure the targeted dimension with a sufficient degree of internal consistency, as well as the acceptable (P-
value), which was less than (0.05) for all items. Since excluding them does not significantly improve the quality of
the model, and based on the above, the structural model can be considered valid and suitable for use in the analysis
stages and subsequent statistical procedures.

CR1
0.748 (0.000) —

734(0000) ¥
0.514 {0.000) R4

/r::-.m-:ﬁ.n:m]“"_"'

———0814(0.0000 — | (x5

0.770 {0.000)

0.680(0.000) Re

Cybersecurity 0.800 {C'.COG]\\“\__‘

CR7

CRS

Fig 3. Factor analysis of Cybersecurity variable.

The results of Figure (3) which included the confirmatory factor analysis of the of Cybersecurity variable indicate
that the questionnaire items (8) achieved factor saturation coefficients that fall within the statistically acceptable limits,
as all items exceeded the approved minimum for factor saturation coefficients, indicating that these items measure the
targeted dimension with a sufficient degree of internal consistency, as well as the acceptable (P- value), which was
less than (0.05) for all items. Since excluding them does not significantly improve the quality of the model, and based
on the above, the structural model can be considered valid and suitable for use in the analysis stages and subsequent
statistical procedures.

IMPACT ANALYSIS OF STUDY VARIABLES

The following Figures and Tables present the regression analysis results for the study variables, examining their
relationships and predictive effects.
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24.1

Regression Analysis of Banking Financial Risk Management and Digital Customer Services

The table and figure present the results of a regression analysis to examine the effect of Banking Financial Risk

Management on Digital Customer Services.

Table 2 Regression analysis test for Banking Financial Risk Management and Digital Customer Services variable

Original Sample Standard P
Variables Sample Mean Deviation T Statistics Values
Banking Financial Risk Management ->
Digital Customer Services 0.839 0.84 0.021 40.436 0.00
FRM1
[ QaDs1
FRM2
\ / QDsz
FRM3 688 (0.000) 0.818 (0.000
+—_0.640 (0.000} 0750 (0000 ¥ QaDs3
FRM4 o 0:822(00C0) 0.732 (0.000)
0,742 (0.000) === = 4747 (0.0 — QDs4
FRM5  4—0.752 (0.000) ——= 0.839 (0.000) —¥ —r )
0.761 (0.000L——= “‘-\\ﬁ‘m (2000 —— gpss
P @/ 792 (0.000)
——: 0752 (0. B 0.798 (0.000)
& 0.752 {0.000) Banking Financial Digital Customer QD56
ERM7 ' Risk Management Services \‘
/ QDs7
FRMS

Fig 4. Regression analysis test for Banking Financial Risk Management and Digital Customer Services variable.

The results of the statistical analysis in Table (2) and Figure (4) confirm a strong and statistically significant

relationship between banking financial risk management and digital customer services (regression coefficient = 0.839,

p-value = 0.00), where the high values of (T=40.436) and the low standard deviation (0.021) indicate the reliability

and stability of the model, confirming that improving risk management is closely related to enhancing the quality of

digital services provided to customers.

2.4.2 Regression analysis test of the Banking Financial Risk Management variable and the Digital Customer
Services through the moderating effect of Cybersecurity :

The table and figure present the results of a regression analysis to examine the effect of Regression analysis test of the

Banking Financial Risk Management variable and the Digital Customer Services through the moderating effect of

Cybersecurity .

Table 3 Regression analysis test of the Banking Financial Risk Management variable and the Digital Customer
Services through the moderating effect of Cybersecurity .

Variables Original | Sample Standard T P
Sample | Mean Deviation | Statistics | Values

Banking Financial Risk Management -> Digital | 0.505 0.507 0.056 8.944 0.00

Customer Services

Cybersecurity -> Digital Customer Services 0.411 0.411 0.057 7.264 0.00

Moderating Effect 1 -> Digital Customer Services 0.160 0.417 0.043 3.720 0.00
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Moderating
[ Effect 1 aDs1

ERM3 699 (0.000) 0.814 .:c-.oog\/" aDs3
#—_0.640 (0.000) 0.753(0.000) ¥

0.822 (0.000) [
‘ 0.732 (0.000)
o0 (0.000) == ——— 0,751 {0.000) — P aps4
FRMS  4—0.752 (0.000) ——= —_0.269 (0.000)
0.761 (0.000) —= . 796 (0.000)
— 0.752 (0. 0.801(0.000)
&—0.751 (0.000) E.anking Financial Digital CI.-ISIDITIE[ \‘ QD56
ERM7 / Risk Management 0.411 {0.000) Services

QDsy

FRM1

FRM4

0.505 (0.000) —#
QDss

FRMS

Cybersecurity

Fig 5. Regression analysis test of the Banking Financial Risk Management variable and the Digital Customer Services
through the moderating effect of Cybersecurity .

The results of the multiple regression analysis in Table (3) and Figure (5) confirm:

Banking financial risk management has a strong and direct impact on digital customer services, with a regression
coefficient of 0.505 (p < 0.001), indicating that improved risk management is associated with significant
improvements in digital service quality.

As for the role of cybersecurity as a moderating factor, the recorded regression coefficient was 0.160 (p < 0.001),
which is highly statistically significant, indicating a moderating and reinforcing effect on the relationship between
banking financial risk management and digital customer services.

All results are supported by large t-values (ranging from 3.720 to 8.944) and low standard deviations (ranging from
0.043 to 0.057), confirming the reliability of the model and the consistency of its results.

CONCLUSION

The study results indicate a strong relationship between improving banking financial risk management and enhancing
the quality of digital services provided to customers. The impact coefficient was 0.505, a strong indication that banks
that adopt advanced risk management methods are better able to provide superior digital services. Cybersecurity also
showed a clear impact of 0.411, confirming its fundamental importance in enhancing customer trust and the stability
of digital systems.

The results also confirmed the role of cybersecurity as a moderating factor, with a coefficient of 0.160, as well as its
high statistical significance, indicating that its impact appears to strengthen the relationship between risk management
and digital services. All results were statistically consistent, with high t-values ranging from 3.720 to 8.944, and low
standard deviations, enhancing the credibility of the proposed model.

These results highlight the need to adopt an integrated strategy that combines enhancing financial risk management
and improving cybersecurity, as both factors contribute independently and cumulatively to improving the digital
customer experience. This also underscores the importance of continuing to invest in security infrastructure and
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modern risk management technologies, not only as a preventative measure but also as a key competitive factor in
attracting and retaining customers in the growing digital banking market.
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