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Abstract—Healthcare and financial ecosystems provide critical information for
individuals, communities, and governments. The intelligent processing of this
information is essential for improving efficiency, reducing costs, and creating value.
Digital Fabric, an intelligent real-time Digital Fabric for autonomously learning and
generative systems, is designed to support these ecosystems. As complex systems
dealing with the virtually continuous flow of high-volume data, healthcare and financial
environments are ideally suited to digital twins to develop Als for standard decision
frameworks that relate to clinical and financial conditions. The internal lifecycle of Als
requires adaptive engines which include the needs for new data, for checking, updating,
retraining and deploying models, and convolution operations with other available
models.

As autonomous learning manages the phase shift of the digital twins, a process to
aggregate detected problems of an Al from different users over time into a generative
learning request improves multilingual understanding, so increasing the number of use
cases and the cohort for language models for Kolmogorov-Zasanenko complexity. Data
processing capable of real-time cloud native operations on the public-cloud
infrastructure of any provider is supported. Indeed, processing capability in the Azure
ecosystem has been developed on the two domains Digital Fabric services. These
exploits of Microsoft Copilot functions are collaborated on these services.
Keywords—Digital Fabric, Digital Twins, Healthcare Systems, Financial Systems,
Real Time, Generative Al, Autonomous Learning, Data Processing, Cloud Native,
Public Cloud, Azure Cloud, AI Lifecycle, Model Retraining, Data Aggregation,
Multilingual Models, Language Models, Adaptive Systems, Decision Frameworks,
Data Streams, Intelligent Systems.

LINTRODUCTION

Computing, data models, and sensor networks evolved well beyond the separate silos where control theory and
information and artificial intelligence sat. Data, knowledge and decision processes of the real life as well as of
individual and super-individual systems share control, therefore computing, with full data gravity and temporal
and spatial nature. Digging the models based on patterns that emerge and govern process stability and operational
efficiency is the new challenge, as they involve totally different levels of abstraction and considering life as
geological systems.
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Society is the super-individual system that requires full orchestration in real time by consulting with the self-
managed life sphere portion of the system itself that changes faster because of business, production and
consumption process local dynamics. Real time supervision can tap evolution steps in life and economy for better
or worst through the correspondence among the values and the pattern accuracy for predictive capacity. Large
Enveloping Cybernetic Control Systems are needed, as revealed by covid-19: real time supervision of the
healthcare cosmos could have revealed a dig transformation of the life of a population in time to allow for the
implementation of countermeasures, not the dramatic spread and heroical not got control of the consequences.
This part of the evolutionary advance makes the need and are a first application of the Intelligent RDTF
architecture presented.

I.CONCEPTUAL FOUNDATIONS

Digital Fabric Architecture. The proposed autonomous learning system is based on a digital fabric architecture
capable of ingathering and orchestrating data from disparate sources in real time. Intelligence resides within the
architecture itself, enabling federation of the ingathered data sources and real-time knowledge generation through
dynamic and parallel training and inference lifecycle. The digital fabric makes use of generative learning methods
for multiple streams of knowledge capture and consolidation. Generative models recreate the ingathered datasets
by learning their underlying representation in lower-dimensional spaces and performing data reconstruction.

Automated and autonomous processing of ingathered information is a critical element of this novel approach to
digital ecosystem architecture. In an effort to enable continuous, automatic learning, the maps of the generative
models are exploited for all data streams. The adaptation and retraining of supervised learning models become
data stream transformation activities rather than model training exercises. The main objective of continuous,
automatic learning is to minimize the human element in the method—eliminating boring work and minimizing
the potential for human error. Digital ecosystems address the costs as well as the risks of imbalanced data for
supervised learning methods, yet remain incapable of deploying and using supervision models without the input

of humans.
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Fig 1: A Self-Synthesizing Digital Fabric Architecture for Autonomous Real-Time Knowledge Generation
and Ecosystem Orchestration

A. Digital Fabric Architecture

The Intelligent Real-Time Digital Fabric for Healthcare and Financial Ecosystems is a distinctive digital
ecosystem whose core architecture allows it to autonomously learn and operate. It consists of a composition of
multiple data and decision-making models that are orchestrated by data ingestion and model lifecycles, both of
which depend on real-time processing capabilities. These features are crucial for making decisions in
environments characterized by speed, complexity, and uncertainty.

Intelligent systems operate by learning from the data of historical events and become more efficient and accurate
as more data is ingested over time. In contrast, the proposed ensemble of models continuously learns from new,
real-time data as situations evolve and generate new data that is deviant relative to past events. However, unlike
intelligent systems, the model assembly learns and operates as an ensemble.

B. Autonomous Learning Paradigms

Real-time digital fabric for the two ecosystems relies on five independent processes. Each process is an intelligent
and autonomous unit capable of ingesting data from a predefined set of sources, performing various types of
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transformations in real or near real-time, and maintaining a set of context controllers to operate with a set of
models that can be included or removed automatically. Models can be used for prediction or classification but
also safety and risk mitigation. The process for a particular source can be created, modified, and deleted in an
incremental and real-time manner without the need for a complete restart of online or batch learning paradigms.
The decision of the process and controller operational mode and their corresponding configurations is based on
the overall environment state. This is obtained and maintained by a dedicated context manager that collects the
required contextual information from a wide range of sources. When more than one condition is verified to change
the operational mode, the plasticity mechanism ensures that the decision with the highest priority is selected. The
detailed operation of such a reflect and react mechanism relies on the capability of the independent processes to
measure a set of performance indicators such as data processing latency, prediction accuracy, model importance,
and resource consumption.

Table 1. Core architecture reconstructed

coordinate models

Layer Inputs Main function Outputs Why it matters
Heterogeneous Sensors, Provide Raw streaming data The paper centers on
data sources EHR/clinical continuous ingesting fragmented,
records, multimodal real-time, multi-
transactions, streams source data across
APIs, text, media, healthcare and
graphs finance.
Real-time Raw structured, Collect, normalize, | Usable event streams | Enables cloud-native,
ingestion semi-structured, route, buffer, near-real-time
unstructured data | secure orchestration.
Context Stream state, Select operating Active configuration | The paper explicitly
manager / environment state, | mode, prioritize describes context-
orchestration controller states controllers, based controller

selection and

decision layer

policy rules

decision support

financial
investigations,
compliance actions

plasticity.
Learning and Historical + fresh | Prediction, Risk scores, flags, This is the
inference data classification, recommendations autonomous-learning
generation, heart of the Digital
reconstruction Fabric.
Validation and Predictions, Check Alerts, retraining Required for
monitoring actions, fairness degradation, bias, | triggers transparency,
signals, latency safety, drift explainability, and
independent
evaluation.
Retraining / Fresh data, drift Model refresh, Updated ensemble The paper strongly
update loop signals, validation | replacement, emphasizes
failures expansion continuous learning
and model lifecycle
evolution.
Action / Model outputs + Human/agent Clinical alerts, Maps analytics into

real operational
outcomes.

HNI.METHODOLOGY

To differentiate between concepts and develop the implications of a zero-day risk not yet identified in the context
of cybersecurity or the parameters for adjusting a digital CEO for a digital real state fabric, a testbed has been
proposed and built based on the following evidence:

— Decision markets (or prediction markets) can help identify disruptive events before their impact reaches critical
levels and the launch of stabilized commercial products. Predictive models supported by prediction markets
constitute an alternative to delivery-oriented techniques, and augment the established approaches to decision
support and impact assessment.

— Systems capable of dynamically building connector functions between heterogeneous data sources and
preparing the data for consumption are available. In a real-time impact-assessment support context, such
formalisms introduce a pragmatic approach, at least for those hard-to-model but easy-to-handle relationships
where data are available.

— Real-time risk supervision based on market signals and public transaction data is a pragmatic alternative to knee-
jerk regulation. Integrating validation-testing capabilities ensures a constantly updated comprehension of the
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relationships underlying the traditional risk measurements, and that monitoring activities apply the obviously-
needed quality-of-interpretation mechanisms.

— A risk-monitoring system capable of addressing the full-risk-set challenges and self-adjusting—depending on
the time window, of course—in basic internal parameters depending on the prediction market behavior signal is
attainable.

A. Research Approach and Design

A digital intelligent fabric capable of autonomous real-time learning requires a dedicated Research and
Development approach. The approach and design are founded on a Unified Theory of Intelligence and a Digital
Fabric Architecture. Such a dedicated approach is essential due to the paradigm shift represented by the digital
intelligent real-time learning fabric. It progresses beyond the classical use of artificial intelligence for specific
applications such as diagnosis, classification, fraud detection, and risk prediction. The intelligent digital fabric
enables the real-time collection, preparation, analysis, prediction, and classification of large collections of
fragmented real-time data from different sources and formats—the real-time orchestration of these datasets—is a
key factor in developing the intelligent fabric. Recent artificial intelligence developments, especially in deep
generative models, facilitate autonomous data preparation and generation—yet another bush that is beneficial is
the growth in usable communication systems.

Three paradigms are used for autonomous real-time intelligent learning and prediction based on generative real-
time learning algorithms and a Unified Theory of Intelligence. They are Digital Fabric Operative Paradigm,
Digital Fabric Learning Lifecycle Paradigm, and Digital Fabric Real-Time Data Preparation and Generation
Paradigm. The Digital Fabric Operative Paradigm describes the choices for the real-time learning paradigms of
Intelligent Digital Fabric. These choices among the different types of generative models become a goodness-of-
fit trade-off of classical data generation without awareness of the optimum choice—guided learning of the optimal
model type is nonetheless advantageous. The Digital Fabric Learning Lifecycle Paradigm captures the gradual
enrichment of digital fabric operability in an identical generative model Autonomy.
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Equation 1. Real-time data aggregation
Step 1: represent each source stream
Let there be N sources:
£ x® W
Step 2: combine them into one system input
Define the aggregated input:
Xy = [xt(l), xt(z), s xEN)]
This means the total observation at time t is the concatenation/fusion of all source signals.
Step 3: define the full information history
X = {x1, Xg, o) Xt}
So the Digital Fabric does not work on a single isolated observation; it works on the rolling history of all observed
data.

IV.OBJECTIVES OF THE STUDY

A digital ecosystem offers opportunities to ingest large amounts of live data from various sources. Secure real-
time processing exploitation enables autonomous learning. The concept of a Digital Fabric, deployed for tailored
Healthcare and Financial applications, enables continuous pattern detection. Autonomy and model-generation
independence empower the Digital Fabric with advanced capabilities to respond quickly to highly interactive
environments. The autonomy concept enforces a mannequin-like role where a digital organism learns from a
mentor in the real world to enhance its real-time operation at each learning stage. Autonomous learning is a long-
term strategy that can also support short-term adaptation during well-defined and often replicated situations. It
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allows generating and evolving simulated models of complex but narrowly defined or often repeated cases,
responding to requests of a closed and specific audience.

This explorative research intends to design and demonstrate a Digital Fabric to support two domains deeply
influenced by real-time interactions: Healthcare and Finance. Key research questions are related to the Digital
Fabric: How to ingest, explore, and extract value from vast amounts of live data? How to organize them at real-
time speed for optimal real-time processing? How to allow digital organisms to learn often and quickly without
human effort? How to ensure fair digital organisms, acting without any intentional discrimination or bias toward
their real-world audience?

A. Study Aims and Key Questions

Intelligent Real-Time Digital Fabric for Healthcare and Financial Ecosystems: Autonomous Learning and
Generative Systems highlights three aspects: A Digital Fabric for Healthcare and Financial Ecosystems; an
Autonomous Learning Paradigm; and a Generative System.

The study aims to investigate the adaptation of the Digital Fabric structure and its application in two ecosystems:
health and finance. It answers the following research question: How can the Digital Fabric be altered to serve
these ecosystems? Supporting questions refine and provide depth to the first: Which elements of the architecture
must be updated to service health and finance? Will these implementations still support the same characteristics
of Continuous Real-Time Processing and Affordability?

V.RESEARCH SUMMARY

The digital fabric is a real-time digital platform architecture based on an advanced generative model that represents
a digital twin of the physical world, a digital twin built by interfacing with the physical world in real-time via
open-source sensor and software system (OSS3) and its variants in the deep, deep virtual and virtual spaces.
Digital twinning is revolutionizing the pace of innovation and the quality of safety by harmonizing the real world
with the digital world in a decentralized model. Global, regional and national digital twins are facilitating
autonomous learning and augmented reality in Al-supported industrial and business pilots. Building a digital twin
of the hundred trillion-dollar healthcare and financial ecosystems that is capable of supporting autonomous
learning and intelligent functional generative modules can revolutionize the digital twin technology.

The digital fabric architecture enables real-time creation, orchestration, monitoring, control and validation of
intelligent functional generative models for real-time complex applications. The underlying generative model
architecture adopts a closed-loop approach-enhancing the model training process-by integrating model training
and data streaming into one unified approach. Intelligent functional generative models based on the digital fabric
architecture are being designed-ai-supported and intelligent digital agents to handle specific complex problems in
the healthcare ecosystem, as a robust model for real-time monitoring and control of sensitive companies,
associated banks and connected third-party service providers operating in the financial ecosystems of selected
nations.
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Fig 2: Synthesizing real-time, closed-loop generative models for complex system simulation: A digital fabric
architecture for autonomous learning and decision-making

A. Research Insights and Applications

A holistic framework for healthcare and financial ecosystems based on intelligent real-time digital fabrics, where

proprietary data serves as plumbing between pipelines of organizations and institutes that desire to feed an
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autonomous learning, intelligent real-time fabric common to them. Healthcare patient-centric models can also
work for other ecosystems and domains (smart industry, smart energy, etc.). Summative monitoring of patients
using all the captured data in the healthcare ecosystem, including the ingestion and usage of all external, public,
and private data. Real-time detailed risk assessments (not machine learning) of a financial entity using all the
captured data in the financial ecosystem, including the ingestion and usage of all external, public, and private data.
Use cases address both: a real-time operational use case that is a practical prototype based on ingestion of data
and identification of clinical events in real time, and one that can use simulated data based on holistic modeling
of the financial entity and its complex SimRisk capital model.

Conceptual Foundations Open principles and conceptual foundations are proposed for intelligent digital fabrics
to support continuous autonomous learning and digital twins in healthcare and financial ecosystems. These
principles specify a generative, model-free approach both to normality/novelty detection and to layered risk
monitoring in a healthcare ecosystem and a financial entity. Healthcare ecosystems are dynamic systems whose
evolution is based on the handling of the octet of existential risk of every patient. Evolution is the risk of a patient
moving from one state to another state at any scale to generate an operational budget every moment. A financial
entity is treated as nonindependent risk complex adaptive system connected with other risk complex adaptive
systems through common default risk and risk concentration capital reserves because huge financial bubbles are
produced when the connected risk complex adaptive systems overrisk. Every financial entity needs to frequently
monitor its risk at the smallest time grain because time is not a limiting factor, while it is unfeasible to frequently
recompute risk capital under complex capital approaches like SimRisk Capital, SimRisk Market Risk, and
SimRisk Credit Risk.

DOMAINS OF APPLICATION

Healthcare and financial ecosystems share many similarities, including high-throughput data flows, a wide variety
of pressure-induced business risk elements, a deep concern for service quality, and an expectation for transparent
and responsible operations. At the same time, the two domains have very different risk levels and timelines.
Financial markets can change rapidly from a risk-on— to a risk-off-mode, while health risks typically change
slowly, with different risks playing a leading role at different times. However, these domain differences are mainly
in the level and timeline of risk. Together with the common requirements for fast, transparent, and responsible
operations, these observations suggest that a learning and generative system can, and should, be created for both
domains.

Healthcare ecosystems typically orchestrate interventions on a number of patients in concert. The objective is
improving the health status of the patient cohort without any sudden deterioration leading to fatalities. A
transparent and fully explainable risk trade-off evaluation of patient interventions requires dedicated g-level
models. It is during such high-stage risk-on operations that the intelligence and operation of the healthcare
ecosystem come into play, and that it needs to also play by the same community norms as the community itself.
Financial markets are usually monitored for risk of a very different order of magnitude. A sudden switch to risk-
off brings strict and increased attention to potential risk areas. Real-time warnings help identify these areas before
the market itself penalises the culprit. Model g-level predictions provide these warning signals in a risk-equalised
and fair manner.

Table 2. Derived variables for the equations
Symbol | Meaning

X; data observed at time t

X; all data available up to time t

Z; latent representation of ingested data
St ecosystem state at time ¢

Ct context vector at time ¢t

my k-th model in the ensemble

wy (t) | weight of model k at time t
Ve predicted output

Vi true output

R, risk score

D, drift statistic

F, fairness penalty

L; latency / processing-cost term
It total optimization objective

T trigger threshold

A. Healthcare Ecosystems
The intelligent digital fabric in the context of healthcare ecosystems maximises the effectiveness of intelligent
digital healthcare ecosystem applications. Healthcare ecosystems systemically involve a large number of
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microscopic interactions among participants. However, the resulting microscopic complexity and emergent
properties appear to form different intelligences leveraging symbiotic ecosystems rather than assisting individuals
with intelligence through learning by using big data and generative algorithms. Hence, individual symptoms are
diagnosed by the ecosystem, real-time data are orchestrated to generate urgency flags for individuals, and high-
urgency flags are generated based on the real-time orchestration of patient data. These functions enable proactive
healthcare interventions and improve real-time data surrounding substantially ill patients.
Emerging intelligent digital healthcare ecosystems involve real-time communication with their members and
proactive hands-on intervention. By way of a considerable volume of emergency calls, substantial resources are
allocated for elderly patients with numerous medical records—many of them displaying various flags. Hence, a
pioneering application is proposed to orchestrate real-time population-changing patient data during the decision-
making process in emergency services. Simultaneously, real-time symptoms for every patient are diagnosed and
updated within the ecosystem. Resting flags in one treatment are removed to prevent misunderstanding for other
treatment team members. Automated service is generated and tested to connect hospitals and sick patients based
on multiple-fired high flags. When the change amplification is so high that the healthcare committee observes
real-time data to discover ultra-high server health decay, such flags fire the committee. Because each participant
interacts with microlife, suffering real-time is different from machine-assisted life.
Equation 2. Latent representation / generative embedding
Step 1: encode raw data into latent space
Let the encoder be Eg(-):

z; = Eg(x;)
Here:
e Xx; = high-dimensional input
e 7z, = compressed latent representation
Step 2: reconstruct the input from the latent code
Let the decoder be Gy (-):

X = G¢ (z¢)
Step 3: define reconstruction error

Lrec =l Xt — it ”2

Step 4: training objective
The encoder-decoder pair is trained by minimizing:

r‘rglipnz Ixe — Gy (Eg (x)) 112
A

B. Financial Ecosystems

Digital fabric systems find application in the financial and banking sector for regulatory compliance and risk
mitigation in near-real-time. Financial institutions must comply with numerous regulations that often require near-
real-time monitoring of transactions to mitigate financial crime risks and avoid being used in money laundering
and terrorist financing activities. Rules and regulations imposed by regulators for preventing financial crime
include the 6th Anti-Money Laundering Directive (6AMLD), Fraud Reporting, Combating the Financing of
Terrorism, and the Financial Stability Board framework on ML/TF risk-based supervision (FATF). In financial
institutions, Fraud Detection and Anti-Money Laundering departments are responsible for the combat of declared
risk and for ensuring compliance. The former focuses on mitigating fraud losses while the latter prevents
institutions from being used or having internal systems exploited for money laundering or terrorist financing.
These departments conduct data analysis and monitoring of transactions in order to identify high risk. Analysis of
past occurrences is used to generate rules for detection; however, these rules need to be periodically tuned to
update them to the latest trends identified. Failure to do so may result in missing suspicious activities, regulatory
fines, additional time and effort for investigators, and reputational damage when news breaks about scandals in
which a financial institution has been unwittingly involved or about a data breach.

Digital fabric processes providing Artificial Intelligence (AI) solutions that mitigate the cost of production
supported by the availability and the synthesis of external data in near-real-time can assist with the detection of
suspicious activities for both combating fraud and money laundering. The processes can automatically monitor
operating data for these departments and generate the required inputs for operations. Al models can be trained in
a near-real-time manner to assist in users’ daily activities. All detected targets can then be presented to the end-
users for manual review and possible escalation. The end-users can review the recommendations and possibly
escalate the higher rank cases for more detailed investigation. These decisions can then be fed back into the digital
fabric.
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VIL.TECHNICAL ARCHITECTURE

Conceptual Foundation of the Technical Architecture

The autonomous digital fabric architecture and systems form the underlying technical design and mechanics. As
a generative real-time digital arena, two embodied components allow the fabric to operate seamlessly in real-time.
Deep-learning and generative processing systems continuously ingest real-time data streams from numerous and
heterogeneous inter-connected sources to generate a set of models that can efficiently process a specific data
stream. These models, generating real-time information and knowledge, tolerate partial or full model obsolescence
by learning, updating, or regenerating models from proven excess data during operational cycles when excess
information is available.

Data Ingestion and Real-Time Processing

The component continuously ingests real-time data from multiple sources, including structured, semi-structured,
and unstructured information. For example, images, video, audio signals, time series, and textual data. Data can
be ingested as a holistic stream from inter-connected sources or from independent sources routed to specific digital
channels. Using generative deep-learning methods, including diffusion, flow, generative adversarial, and self-
supervised, a set of models are created that tolerate model obsolescence and produce real-time information from
data streams of importance.

A. Data Ingestion and Real-Time Processing

Supporting intelligent real-time digital fabric in financial and healthcare ecosystems necessitates constant, secure,
and governance-compliant data ingestion from diverse sources. Relevant, real-time data is made accessible to
endpoint models to respond to both creation and action requests. The real-time intelligent digital fabric remains
technically agnostic, as it can make use of different types of available technologies and architectures, across edge,
hybrid, and cloud. A specialized group of engineered operations, belonging to the digital fabric operational
architecture layer, supports the ingestion process.

Constant data ingestion and processing enables monitoring of business processes and the continuous fulfilment of
action requests. Media, social networks, graphs, sensors (Internet of Things), Transaction Processing Systems
(TPSS), Application Programming Interfaces (APIS), multimodal parallel processing, and repository systems
from nondurable and durable media can be associated with the action-response system. The data-infrastructure-
application landscape, supervised by the decision-support structure, enables the control of these operations in both
en off-durable and off-non-durable processes. Strict, transparent data governance using a third-party voice protects
the privacy of all users, through the use of special interfaces with data sources and sinks, an anti-spamming service,
data shuffling algorithms and services, background user profile SWOT processes, and the use of bug-reporting
services for all services of the intelligent digital real-time digital fabric.

B. Model Lifecycles and Continuous Learning

Designing an intelligent and real-time digital fabric requires continuously self-evolving technology for the
development, training, and testing of predictive and generative models, covering the entire model lifecycle. These
intent-driven models must be able to ingest new data at their operational endpoints, thus facilitating continuous
autonomous learning. Change in the underlying data distribution may expose weaknesses and model performance
degradation in use-cases. These changes may be apparent, thus allowing for retraining, or their effects may be
invisible, resulting in sudden failures. Thus, periodic testing and validation of models against prior-life and/or
new architectures on fresh data-pruning misbehaving models plus inherent same-day predictive enabling and
integration of new, similarly trained architectures into the deliverable ensemble become essential.

Continuous learning has gained attention as a more advanced paradigm that may enable models to remain up to
date. In contrast to conventional periodic retraining with massive inert data backups, continuous learning strives
to achieve up-to-dateness and maintain performance through modifications alone. Often, however, single-
modification paradigms are inadequate and, for example, result in catastrophic forgetting. Specifically, for
generative models in the context of a digital twin or intelligent product, a recursive three-layer learning sub-

3077



TPM Vol. 32, No. S9, 2025 ) Open Access
ISSN: 1972-6325
https://www.tpmap.org/ — —

architecture has been developed, enabling isolated additive training for both semantically mapped children and
new parents plus the semantic mapping for then-new children within a hierarchically auto-similar class.

OPERATIONAL AND ETHICAL CONSIDERATIONS
Data-driven decisions taken by artificial intelligence agents inevitably prompt uncertainty, mistrust, and resistance
among stakeholders. Such decisions must therefore be transparent and explainable by human experts willing to
accept the models' conclusions. Furthermore, perceived biases in the agents' decisions may exacerbate existing
gaps in opportunities or treatment among stakeholders. Consequently, although it is fundamentally impractical to
mitigate bias entirely and guarantee fairness for any subject in any decision, it is essential to identify and
continuously monitor sensitive model inputs, accentuated decisions, and imbalanced performance across different
stakeholder groups.

To ensure transparency and facilitate explainability, the digital fabric's real-time data ingestion and processing
engine maintains comprehensive logs of data sources, transformations, model predictions, and data-based actions.
For stakeholders with appropriate privileges, these logs support dashboard-style visualisation or analytical queries
that analyse data flow paths, model logic, associated hyperparameters, and metrics. Preliminary analysis of the
digital fabric's pooled social context data also proposes a new fairness monitoring framework that gauges real-
time bias across the learning lifecycles of different models. The framework identifies sensitive features, tracks
their distribution across decision outcomes, and manages scrutinised group performance during decision-making
and learning.
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Fig 3: Architecting Trust: A Real-Time Fairness Monitoring Framework for Transparent and Explainable
Agentic Decision Systems

A. Transparency and Explainability

Validation of intelligent algorithms and systems across critical domains requires careful research. Researchers
commonly use explainable Al techniques to enhance stakeholder trust and ensure pre-established ethical
standards, even when not mandated by law. Explainability helps deepen the benefits of an intelligent and
autonomous system by elucidating all Al learning processes, key factors influencing decisions, and compliance
with ethical norms governing robustness, safety, bias, and other aspects. Transparent systems automatically
convey the internal rationale for a specific decision or suggestion along with the model's performance or reliability
prediction, building user confidence. Various performance indicators—cummulative accuracy, response time and
computational cost, and real-time performance monitoring—serve as natural disclosable information. Continuous
explainability focuses on regular bias assessment and mitigation.

Explainability and transparency cannot be entirely guaranteed, even in a health-related system that meets all other
ethical requirements. In these cases, continuous monitoring by a domain expert allows for manual review and
justification of critical decisions made by the autonomous system and for retraining if serious failures arise.
Financial ecosystems present similar but more demanding requirements, especially in areas where intelligent and
autonomous components have a low prevalent factor of data-driven decision making. Regulatory compliance
provides an additional layer of transparency, and careful implementation can ensure adequate explainability, as
corroborated by the artificial intelligence for financial compliance success factors.

Equation 3. State update for the Digital Fabric

Step 1: define current state
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Let s, be the current state of the ecosystem.
Step 2: include new data and context
Let ¢, be the context manager output.
Step 3: define state transition
Se+1 = f (St X, €r)

Step 4: linearized practical version
A common operational form is:

St+1 = Asy + Bxy + Cc,
where:
e A propagates memory of the prior state
e B maps new incoming data
e ( injects controller/context effects
B. Bias Mitigation and Fairness
Achieving fairness and mitigating bias are critical goals for any digital system, particularly those supporting real-
time decision-making that impacts human lives. When applied to generative deep learning systems, the issue of
fairness assumes special significance. As objective functions of these systems are augmented with a specific
fairness objective, the original task loss must also remain reasonably good in the context of fairness. Moreover,
mitigating biases becomes even more important for systems that raise or help low-level concerns. In these
situations, a mechanism that empowers an independent audience supported by the system can help mitigate these
concerns and biases. Such audiences possess superior capabilities in addressing these issues on their own, and can
thus independently judge the techniques, strategies, and protocols employed or developed.
Research has shown that fairness improves user perception of the system. Several definitions of fairness and,
correspondingly, several mitigation techniques have recently been proposed. A first step is classifying specific
definitions into groups such as classification-based and regression-based. These two groups of definitions are
similar for classification tasks and for regression tasks, respectively. The classification-based definitions have two
additional subdivisions: those that consider the overall distribution of the entire training set and those that consider
just one sensitive subgroup of the dataset. This general framework can be extended with specific definitions
identifying various subpopulations and, for different purposes, weighted extensions of these definitions.

Table 3. Domain mapping from the article

Dimension Healthcare ecosystem Financial ecosystem

Primary goal Early warning, patient-state monitoring, Risk, fraud, AML, compliance, anomaly
intervention support detection

Time High, but often clinically progressive Often immediate and market-sensitive

sensitivity

Data examples | Symptoms, vitals, records, calls, hospital Transactions, logs, news, external signals,
events entity relationships

Action outputs | Urgency flags, triage support, intervention | Suspicious activity alerts, escalation,
priorities compliance review

Human Clinical experts, committees, care teams Investigators, compliance officers, risk

oversight teams

Main ethical Patient fairness, explainability, safety Regulatory explainability, bias, operational

focus accountability

EVALUATION AND VALIDATION

The independent evaluation of a self-learning system is critical because it is essential to identify whether it is in
fact learning or whether performance has drifted over time. As a result, the evaluation of self-learning systems
must be performed by independent parties in contrast to humanlearned models, for example. This feature is
accentuated by the fact that in most cases real-time signals are integrated, so the delay in performance evaluation
is not the same as for conventional systems and the first evaluation must be done sooner rather than later. It
requires that a panel of evaluators, independent from the creators of the digital fabric and from the agencies and
companies that use it, be established in order to take a rapid action and to leave footprints of any evaluation
performed on the applications hosted in the open digital fabric or in the performance of its subsystems. It is also
required to use specific indicators to inform, track and control the system. Smart Digital Processes offer experience
in this kind of evaluation.

Evaluation frameworks such as VQA, HTO, VS, HMI, and post-xyz audits—which was defined to propose a level
of assurance from a vendor to the user of how the implemented process or system complies with Operational,
Strategic and Regulatory Data Signals with the aim to minimize the Probability of a Functioning Odd Risk —les
other open and free initiatives based on Large Language Models with self-learning features are benchmarks used
by independent evaluators with the objective of identifying whether the self-learning Machine Learning
Operations processes of an autonomous agent-based foundation model carry out their objectives safely—that are
in accord with the mandated rules, laws and regulations applicable to proper Capitalism.

3079



TPM Vol. 32, No. S9, 2025
ISSN: 1972-6325
https://www.tpmap.org/

v \’@ / Open Access

A. Performance Metrics
Performance evaluation in complex ecosystems and use cases goes beyond common rely on single metrics such
as accuracy or AUC. Several performance indicators must be considered, including accuracy, AUC ROC, AUC
PR, volume of data processed, workload processed per time unit, model update frequency, validation delay,
response time, confirmation time, etc.
In addition to usefulness and performance of Al or Machine Learning models, the efficiency and the benefits of
the procedures orchestring aspects, technologies, services, or elements of the system or digital fabric that are not
recognized as well as merely as the quantity or time taken to perform the operations. So that Processing Time
either between present and past, or present and upcoming, or both, remain important and need to be monitored
within limits less than acceptable. Transparency, safety, validation, confirmation (positive and negative) Mattters,
can be considered true reflections of behaviour of the ai or Machine Learning Models, which incorporate aspects
beyond the mere goodness of fit and therefore need to be a part of real time monitoring.
Equation 4. Context-aware ensemble prediction
Step 1: each model produces its own output

ﬁt(k) = my (x;), k=1,..,K
Step 2: assign a weight to each model

w,(t) =0
Step 3: normalize weights
K
D we®) =
k=1
Step 4: combine predictions
K
9e= ) we @3
k=1
Step 5: make weights depend on context
A standard choice is softmax weighting:
exp(ay ;)

We(6) = okt
k X, exp (a]-Tct)

B. Validation Frameworks

Methodologies for validating the insights generated by a digital fabric involve expert reviews and bias-testing
programs. In addition to conventional expert evaluations that determine the various insights generated by the
models, bias-testing programs seek to establish whether data-driven decisions that naturally reflect the
characteristics of the underlying datasets favor candidates from a certain class over the others.

To elucidate, a simple example is NASA's use of an Al-powered recruitment tool designed to review the CVs of
candidates for the positioning of executive. The recruiters had fed the CVs of previous candidates to the algorithm.
As a result, the algorithm developed a bias against candidates with CVs containing the word "woman" or its
associated characteristics because the previous candidates were at the end all men. The evaluation and scope of
bias-testing become especially imperative when deploying the Al-powered tools in sensitive areas such as
recruitment, judiciary.

The previous passage applies to all cases where probabilistic models influence decision-making and assistance
applications. The bias-testing programs serve to validate the real-time compliance solutions developed by the
models that are directed to support such influencing activities.

IMPLEMENTATION ROADMAP

The proposed Intelligent Real-Time Digital Fabric will be deployed using a phased approach and will be tested
and evaluated through the implementation of a number of key constituent models followed by extension of the
Digital Fabric across multiple requirements through stakeholder-driven collaboration and partnership.

Although the two healthcare and financial ecosystem models will serve as the key initial functional exemplars,
the Digital Fabric is designed to enable real-time sensor-to-prediction-to-action orchestration of models across a
virtually limitless range of operational contexts supporting the real-time automation and augmentation of activities
across the Financial Services domain and Health ecosystem. Systematic stakeholder engagement will be applied
at local, regional, and global levels to identify and implement models that can demonstrably address important
Financial Services and Health problems through the provision of an autonomous digital assistant that is truly
explained and trusted; is non-discriminatory; delivers good performance within defined constraints; is aligned
with practical and regulatory objectives; and safeguards privacy and data integrity.

A. Phased Deployment

Two case studies illustrate the design space and capabilities of the intelligent real-time digital fabric. The first
describes how streaming patient data from a leading children’s health system is combined with a variety of
associated data sources, including clinical data from the American Academy of Pediatrics, to better handle digital
human capital identification associated with presenting mental health concerns. Such a digital diagnosis analog,
built in an MLOps-enabled fashion, is of high strategic importance, ultimately needing to navigate a collaborative
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real-time risk-sharing arrangement with the U.S. federal government. A second study constructs synthetic risk
and compliance events, integrating probabilistic machine learning methods with semantic text generative systems,
to address financial industry component risk and regulatory compliance monitoring. Here, an orchestrated digital
audit function supporting componential risk and compliance builds necessary real-time digital logic authorisation
toward DRF digital signatures for componential onushment—onment monitoring.
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B. Stakeholder Engagement

Engaging with all relevant stakeholders throughout the entire lifecycle of the digital fabric is critical. After
establishing a roadmap, all users and stakeholders of the intelligent digital fabric must be identified, including the
range of business processes and applications driven by the intelligent digital fabric, and when they will be
operational. It also must be identified how much they require the digital fabric at any given moment. The key
objectives of the first part of the deployment is establishing trust, transparency, and building models that perform
well enough on all key metrics so that they will be used in production. This user engagement will be essential to
tailor the intelligent digital fabric to the precise context of the specific training domains of the monocausal model
families and ensure that the ingested business-critical data have intrinsic quality and relevance for these domains.
A careful balance must be maintained between user engagement and the speed with which the automations can
be deployed, in order to cover as many business-critical applications with appropriate models as soon as possible.
The second part of the deployment is therefore focused on ensuring that these automations can also keep
functioning in a production environment even when the relevant users are not consulted regularly. Once the first
set of auto-generated highly specialized monocausal models are deployed into production, the focus switches to
verifying the performance of newly released versions of these models on business-critical key performance
indicators, arriving at a basic understanding of the constant prediction changes that these models go through. The
ultimate models are launched in public cloud but running on private cloud in the sense that they are trained and
continuously learning only on business-critical data.

CASE STUDIES AND SCENARIOS

A digital fabric encompasses data streaming from numerous, possibly untrusted sources combined in real time
and monitored by autonomous learning agents. To exemplify the versatility of an intelligent real-time digital
fabric, two cases are discussed: orchestration of real-time data ingestion and predictive monitoring for healthcare
ecosystems, and orchestration of real-time data ingestion and predictive monitoring for financial ecosystems.
Healthcare ecosystems require real-time ingestion, orchestration, and monitoring of data from a continuously
evolving ensemble of omnipresent patient data sources, often operated by untrusted entities. An intelligent real-
time digital fabric enables the design and deployment of omnipresent models tailored for distinct, rapidly evolving
patient populations such as surgical patients, trauma patients, and patients afflicted by emerging diseases like
Covid-19. An ensemble of autonomous learning agents manages the continuous lifecycle of such models, with
their performance automatically assessed on a persistent basis by additional agents. Real-time performance
deterioration is easily signalled so that human intervention can be invoked appropriately.

Equation 5. Risk scoring for healthcare or finance

Step 1: define features

Let h; be the feature vector extracted from x; or z;.

Step 2: linear risk score

— pT
re=p"h
Step 3: convert to probability-like score
1
Re=o() =10 =
Step 4: decision rule
1, R, =
Alert, = {0 R < i
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A. Real-Time Patient Data Orchestration

The recent advent of Al-generated and Al-assisted creations in various industries has brought with it a range of
ethical, security, and quality concerns. As technology continues to democratize creative processes, the numerous
ethical dilemmas presented by generative Al for images, audio, video, or code are making headlines almost every
day. Yet there has been no systematic exploration of these issues that is comprehensive enough to do justice to
the rapid developments today and in the future. The framework for such an exploration has existed since the
introduction of ethical codes for Al more than five years ago. Beyond providing a set of categories to aid the
identification of questions and issues for consideration, the Ethical blueprint presents a set of conditions shaping
the manner in which generative Al is applied or could be applied ethically and responsibly in a variety of domains.
Generative Al creates new content such as art, text, music, voices, video, computer code, or 3D models based on
the style and patterns of existing content drawn from training datasets. Hardware appliances, software tools, and
web services implementing generative Al are readily available to users with modest technical skills in many forms
including apps for generating images, creating chatbots, composing music, producing deep fakes, generating
voices and speech, writing code, and even modelling 3D assets. As these generative solutions abound, so do
concerns about their impact ranging from deep fakes to sentimental manipulation over exploitation of talent
without recompense to the destruction of intellectual property rights. These considerations underscore how a
nuanced approach is necessary to address the wide variety of questions emerging from the application of
generative technology.

B. Real-Time Financial Risk and Compliance Monitoring

As financial institutions race to establish robust risk management frameworks that encompass areas such as credit,
market, liquidity, operational resilience, money laundering, and terrorism financing, the challenge of formalizing
data advancements into artificial intelligence systems becomes apparent. Are these models indeed fully
transparent and explainable to the operational business units? Are the appropriate tests performed prior to
production deployment, and have the life cycles of these models been established? These queries arise in light of
regulation and practice. A paradigm shift is required, a transformation aligned with natural intelligence, wherein
all knowledge is automatically created as the need arises.

Table 4. Performance metrics

Metric Meaning Why it is relevant

Accuracy Correctness of prediction/classification | Basic predictive validity

AUC-ROC / AUC-PR Discrimination under imbalance Important for fraud / rare-event detection
Data volume processed | Throughput Real-time fabric must scale

Processing latency Time from ingest to actionable output | Critical for both domains

Model update frequency | How often models are refreshed Captures autonomy level

Validation delay Time until independent checking Important for self-learning safety
Response time Time to operational action Measures usefulness, not just model fit
Fairness gap Disparity across sensitive groups Required by the ethical section

Resource consumption | Compute/storage cost Important in cloud-native deployment

The natural intelligence paradigm facilitates real-time status reporting and health monitoring across the enterprise.
Transformation assurance becomes essential, enabling seamless oversight of the continuous change cycle
demands of the banking franchise. Whether changes are incremental or disruptive, management will be
automatically kept informed of associated risks.®ogoo. Data ingestion is self-service; all stakeholders can secure
their need for information, knowledge, and results within a matter of clicks. As business requirements evolve, the
information becomes the basis for the creation of models that underpin the information feed. Reporting appears
instantaneously. Data producers, data consumers, model creators, model users, and executioners accept their
automatic and imminent notifications for pre-established tasks as natural as their daily production actions. No
longer is an artificial intelligence task an isolated project within the organization, but an ongoing and permanent
ecosystem part of the delivery process of every unit and is constantly monitored for quality assessment.

VIL.LRESULTS

Increasingly digitalized industry domains require an intelligent digital fabric capable of incorporating vast
quantities of information from various sources, processing it into useful knowledge, and guiding decision-making
in real time. Healthcare and financial ecosystems are two such domains, where a digital fabric should support real-
time patient monitoring, as well as risk and compliance management. Artificially intelligent autonomously
learning systems are converging towards the capabilities needed to fulfil this digital fabric function. These systems
ingest a variety of data from patient data streams, financial transaction logs, and news feeds related to healthcare
and finance, and embed them into a digital fabric capable of real-time, closed-loop operation. Such a system was
tested within a financial ecosystem, providing continuous monitoring for rapidly evolving financial risk
conditions, and for compliance with anti-money laundering regulations.
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The continuous orchestration of real-time patient data into clear and accurate knowledge for clinical decision-
making is a challenging but necessary task in near-future healthcare. Although this task can be achieved
successfully with a model-based approach, the creation and maintenance of a complete and functioning model
remain expensive. Using digital fabric processes to facilitate the real-time aggregation of data from multiple
hospitals, banks, laboratories, agencies, and environments allows for automated model generation and testing,
continuous model monitoring and retraining, and ultimately the conversion of all enterprise data into useful and
self-consistent knowledge.

Digital Fabric Functional Drivers
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Fig 4: Digital Fabric Functional Drivers
VIII.CONCLUSION

Ten distinctive research contributions in the areas of digital fabric architecture, autonomous learning paradigms,
infrastructure for real-time intelligent processing and control, and applied for two domains, that of (1) health-care
ecosystems and (2) financial ecosystems, while responding to and enabling the 21st century themes of autonomous
learning and generative systems.

The availability of a transcendent data space—a cloud-enabled connected distributed environmental device that
memory stores and processes all type of data ingest—facilitates autonomous flows of internal information within
an organization, the generation of an Intelligence Twin, and transcendent independent channel-enabled learning.
In particular, within health-care ecosystems, patient-journey management via a real-time Health Early-Warning
system and automatic orchestration of all operational services in real-time, can be represented. In the financial
domain, management of the punctually evolving risk, compliance, fraud prevention, and service quality-
monitoring systems supported with data from all type of external services and any other possible type of known
or approved channel for any other use within an organization allow transcendent real-time intelligent digital
ecosystems.

These findings serve as a base layer for the second phase of the research work, devoted to ensuring reliability and
proposing confidence in such type of intelligence—both in the real-time behavior of the monitoring systems and
in their purposes and reasons—aspects mostly neglected previously. Transparency-orientated and responsible
artificial-intelligence mechanisms aim to provide clear explanations, transparent information on bias-detection
processes, the deployment of cascading consensus-based decisions and communications, together with a set of
social-prediction systems that allow anticipated—but also acted upon—bias-correction processes via trend-shift
warnings.
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