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ABSTRACT: Nowadays, the internet and social media platforms are being misused by extremists and 

terrorists to spread their propaganda, disseminate their messages, and recruit new members. Arabic is the 

primary language used by extremist Islamists. While there is a significant body of research on English-

language content, there is little work on Arabic text processing for extracting the main idea. Automated 

processing of Arabic dialects is challenging due to the lack of orthographic standards and the scarcity of 

annotated data and public resources. Compared to English, extracting the main idea from Arabic texts 

remains immature, with fewer publications and resources. The lack of studies on detecting extremism in 

Islamic networks, the linguistic ambiguity, and the use of metaphorical texts are some of the most 

challenging problems facing Arabic NLP researchers.  To address the limited availability of data, the 

dataset of 40,000 Arabic tweets presented in this research has been carefully tagged and filtered to include 

both radical and non-radical tweets. Machine Learning (ML) was employed to automate the identification 

of extremist content. The model was trained using TF-IDF features and evaluated on 20,004 test samples 

with a Support Vector Machine (SVM) using the RBF kernel, achieving an accuracy of 91%. 

Keywords: Online social networks, Machine Learning, Aggressiveness and radicalism, Natural 
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I.INTRODUCTION 

 

Social media, most notably Twitter, has become a major source of news and advertising, with the number of 

monthly users reaching 237 million people [1]. The widespread use of the internet and social media has 

transformed these platforms into primary channels for disseminating hate speech and extremist ideas, often to 

achieve political or ideological goals. Numerous studies have demonstrated the ingenuity of terrorist 

organizations, most notably ISIS, in utilizing these platforms to spread propaganda and attract followers [2]. 

According to Twitter, any content that incites violence against individuals based on sexual orientation, race, 

gender identity, ethnicity, age, national origin, serious illness, sex, religion, or disability is considered hate speech 

[3]. On the internet, hate speech is defined as the use of offensive language directed at individuals sharing specified 

characteristics [4]. This misuse of social media also increases the risk of cyberbullying, which is defined as 

bullying someone via the internet and technology [5]. 

To address these challenges and the scarcity of Arabic-language resources, this paper introduces a curated dataset 

of about 40,000 Arabic tweets collected from Twitter using Gephi [6] and applies Machine Learning techniques 

for detecting radical content. Preliminary experiments using SVM with TF-IDF and N-gram features show 

promising results. For example, the unigram-driven TF-IDF model produced the highest classification 

performance, achieving an accuracy of 84.31% for positive sentiment classification. 

 

II.RELEATED WORK 

 

The authors reviewed several studies associated with Arabic text mining's scope accompanied by a concentrate 

on the Holy Quran, web documents, and sentiment analysis. Text mining has become an exciting research field 

due to the massive amount of existing text on the web. It has been noticed that comprehensive survey studies in 

the Arabic context were neglected. This study aims to give a broad review of various studies related to Arabic text 

mining, focusing on the Holy Quran, sentiment analysis, and web documents. The process of making this text 

readable for machines is very challenging. The primary issue is when attempting to use natural language 

processing (NLP) techniques to extract explicit and implicit concepts as well as semantic connections between 

various ideas. Information extraction becomes challenging when the textual content is not organized according to 

grammatical conventions. They divided the gathered research into three categories: web documents, sentiment 

analysis, and the Holy Quran [7]. Present study contributions are shared into 3 basic domains: (1) analyzing 

propaganda materials issued by extremist sets for creating a contextual, text-driven model to control extremist 

discourse; (2) employing computational model able to extract psychological features inherent in these materials; 

(3) performing these models’ experimental assessment applying data from Twitter, aiming to test automatic 

techniques’ possibility to recognize extremist content in digital areas. [8]. Diagnosing hate speech in Arabic is a 

considerable issue because of its various dialects and cultural specificities and tagged and general datasets scarcity 

comprehensive. For considering these issues, the novel multi-label dataset including 403,688 canned tweets was 
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employed. This dataset was applied for assessing a range of text representation models like AraBERT, Word2Vec, 

TF-IDF, and some ML algorithms like CatBoost, SVM, RF, LR, XGBoost, NB,  AdaBoost. The outcomes showed 

high and satisfactory efficiency, underscoring this dataset value in developing the domain’s study and 

advancement of hate speech diagnosis in Arabic. [9]. [resent paper targets at distinguishing among usual 

conversations, partly impacted by religion role of in routine, terrorist-based content. This basically concentrates 

on Arabic-language Twitter data, as this is the basic platform depended on ISIS members and supporters. In 

contrast, a lot of research of before, present paper looks for recognizing personal tweets which straightly advocate 

for violence. For obtaining it, thousands of tweets developing ISIS were gathered and analyzed. [10]. Arabic is a 

language which includes complicated linguistic issues because of its distinctive attributes like the short vowels’ 

usage, a capital letter system absence as well as its complicated morphological structure. This includes letters, 

nouns, verbs with morphemes obtained from an approximately 10,000 roots closed set. The highly inflectional 

and derivational language aspect complicates morphological analysis when the capital letters absence hinders the 

automated accurate nouns and abbreviations’ identification [11]. Thus, the Arabic language, primarily used by the 

extremist Islamic organization, is a pivotal element in the identity of the Middle East. Not only does it bear the 

responsibility of communication, but it also embodies a cultural symbol and, similarly, a profound religious 

significance. Arabic is a permanent language, consisting of 28 letters and written from left to right. Also, this is 

one of the six 6 official United Nations’ languages, the mother tongue of over 330 million people [12].   The 

primary previous methods for creating knowledge graphs from Arabic literature are compiled in Table 1, which 

also compares their advantages, disadvantages, and characteristics. 

 

Table 1. Summary of Prior Approaches for Knowledge Graph Construction from Text 

Method Key Features Advantages Limitations References 

Traditional NLP 

Methods 

TF-IDF, Word2Vec, 

rule-based extraction 

Simpler, fast, 

interpretable 

Limited context 

understanding, 

struggles with 

metaphorical 

language 

[7–9] 

Transformer-based / 

LLM Methods 

AraBERT, Fine-tuned 

LLM embeddings 

Captures semantic 

context, handles 

complex morphology 

Computationally 

expensive, requires 

large datasets 

[9–10] 

Sentiment Analysis 

Approaches 

Unigram TF-IDF, 

SVM, N-gram models 

Good baseline 

performance, 

interpretable 

Less effective on 

complex extremist 

content 

[6, 26] 

Holy Quran / 

Religious Text 

Mining 

Contextual semantic 

analysis, rule-based 

extraction 

Preserves semantic 

meaning in religious 

texts 

Limited 

generalizability, 

domain-specific 

[7] 

 

III.METHODOLOGY 

 

The diagram in Figure (1) shows the structure of the proposed sentiment analysis system in several stages, 

implemented as a multi-agent framework. Every agent carries out a distinct activity, such updating the knowledge 

network or extracting features from Arabic tweets. To guarantee that insights are shared throughout the system 

instantly, one agent might, for instance, identify a radical keyword in a tweet and alert another agent in charge of 

updating the knowledge graph. The system can function effectively while retaining its modularity and scalability 

because to this interaction. The role of each agent and the iterative information flow are highlighted in Figure (1), 

which offers a visual picture of the multi-agent extraction layer. 

 
Fig1: Sentiment Analysis Workflow 

 The Programmatic Schema Layer improves semantic linkages in the knowledge graph by using metadata as 

relational nodes. Comparing this layer to the basic system without relational metadata nodes, query accuracy 

increased by about 5%. 
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A. Data Collection  

Gephi is a social network (SN) analysis software that enables the collection and analysis of social network data 

[19]. Alternatively, online services such as Netvizz can collect social network data and extract general 

information, which can then be analyzed using Gephi. Data can be collected directly from a social network using 

Gephi or obtained from offline datasets to implement the proposed method. After collection, information such as 

user profiles, relationships, job data, and friends' comments is stored in a database for training the proposed model 

and classifying tweets. Figure (2) shows a view of the Gephi software used to analyze social network information: 

 

 
Fig 2: Various section used in Ghephi for SN analysis 

 

A dataset of approximately 40,000 tweets was collected from Twitter using the Gephi software. The tweets were 

manually classified into two categories: 

• Radical tweets (20,000) 

• Non-radical tweets (20,000) 

This manual labeling ensured the dataset reflects meaningful distinctions between radical and non-radical content. 

 

B. Preprocessing 

Before feature vector extraction, the tweets were preprocessed to ensure data quality and improve model 

performance. The preprocessing consisted of two main stages: encoding, followed by text-cleaning operations 

such as normalization, cleansing, and stopword removal [22]. 

 

Table 1. Description of the Dataset. 

Properties Radical Non-Radical 

Number of tweets 20000 20000 

Total number of words 494832 584842 

Average number of words per tweets 12.4 13.3 

 

1. Stopword Removal: Common Arabic stopwords (e.g., prepositions, articles) were removed using the NLTK 

Arabic stopword list [13]. 

2. Emoji Handling: Emojis were decoded into text and removed if irrelevant [14]. 

3. Punctuation Removal: All non-alphanumeric characters were eliminated [15]. 

4. Diacritics Removal: Arabic diacritical marks were stripped using the PyArabic library [16]. 

5. Tokenization: Text was split into tokens (words) using NLTK’s word_tokenize [17]. 

6. Stemming: Root extraction was performed with the ISRI stemmer to reduce words to their root form. 

 

Table 2. Preprocessing Tweet Example 

Original Tweet   خاص بالمسلمين وليس الروافض الكفار؟؟ هذا  

Preprocessed_Content   خاص بالمسلمين وليس الروافض الكفار 

Tokenized_Content [خاص, بالمسلمين, وليس, الروافض, الكفار] 

Root_extracted_content_TOKENIZED_TEXT 
  [خاص, سلم, وليس, رفض, كفر]

 

 

C. Feature Extraction 

Two feature extraction methods were applied to represent the tweets: 

Bag-of-Words (CountVectorizer): Tweets were represented as word frequency vectors [20]. 
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TF-IDF (Term Frequency–Inverse Document Frequency): In addition to capturing word occurrence, this method 

also recorded the relative importance of words across the entire dataset [21]. 

 

D. Classification Model 

Text data were classified using a Support Vector Machine (SVM) with an RBF kernel [24]. The RBF kernel allows 

the model to capture nonlinear correlations between features, while SVMs efficiently handle high-dimensional 

and sparse data. The model was trained on TF-IDF or word embeddings, and its hyperparameters were tuned using 

cross-validation. Performance was evaluated using precision, recall, and F1 score. 

 

E. Evaluation Metrics 

The model’s performance was evaluated on a balanced test set of 20,004 tweets, equally divided between radical 

(10,002) and non-radical (10,002) tweets, using precision, recall, F1 score, and overall accuracy. 

 

F. Evaluation Results 

Model of SVM with the RBF kernel showed robust performance in grouping radical and non-radical tweets [25]. 

For the radical class (0), the model obtained the accuracy of nearly 0.87, an F1 score of 0.92, too high recall of 

0.98. For the non-radical class (1), it obtained a high accuracy of 0.97, with an F1 score of 0.91 as well as a recall 

of 0.85. Totally, the model achieved the accuracy of 91%, showing its efficiency in distinguishing among radical 

and non-radical tweets. 

 

G. Word frequencya nalysis 

For getting a deeper dataset comprehension, a frequency analysis was performed on the most usual words [23]. 

The outcomes illustrate that actual contexts dominate the tweets, reflecting recurring themes and linguistic models 

in data. For instance, the word "Allah" appeared 3,905 times, but the context "RT" appeared 3,786 times. Other 

usual contexts are "Allah" (1,655 times), "Magi" (2,277 times), "Persians" (1,843 times). These outcomes bold 

the two religious statements and context-specific terms prevalence in tweets. A chart of the 20 most usual words 

is provided to visually show the word use share, presenting the more obvious textual attributes’ dataset 

comprehension. By reducing noise and unnecessary information, preprocessing techniques such stopword 

removal, diacritical stripping, and punctuation cleaning improved the dataset's quality for analysis and lowered 

the number of tokens per tweet by about 15%. 

Fig3: Word Frequency 

 

 Training of the suggested SVM model takes 3 minutes on a typical workstation, making it computationally 

efficient for the amount of the dataset. Although the method works well for moderately sized datasets, more 

optimization or distributed computing techniques could be needed for larger datasets or real-time applications. 

 

IV.CONCLUSION 

 

Present paper shows ML methods’ efficiency in distinguishing among extremist and non-extremist content on 

Twitter. A dataset of 40,000 manually labeled tweets with series of preprocessing stages, was applied. An SVM 

with an RBF kernel showed the total accuracy of 91%. The model showed a high capability to diagnose extremist 

tweets with a high recall rate that decreases overlooking probability of dangerous content. However, the recall for 

the non-extremist group was relatively lower, the model kept high accuracy and balanced F1 scores levels for the 

two groups. These outcomes show that the SVM algorithm is the efficient mean for text classification in sensitive 
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domains like controlling extremism. This technique could be adopted as a starting point for future advancement 

like developing improving software tuning, leveraging DL methods/incorporating contextual representations to 

develop performance.  These results show that the SVM technique works well for text classification in delicate 

areas like extremism monitoring. By enhancing software tuning, utilizing deep learning techniques, and adding 

contextual representations to improve detection performance, this technology could be further enhanced, building 

on the current findings. 

 

Classifiers average performance results (Accuracy, F-score) 

 

This graph showed SVM model outcomes in distinguishing among root (0) and non-root (1) tweets, applying 

scales of accuracy and F-coefficient. In terms of accuracy, 3 levels (Aesthetic, root, Trigger & Other) obtained 

the medium worth of 0.91, reflecting consistent model performance over various sets of data. As for the F-

coefficient that integrates accuracy and recall, the Iranian class obtained the highest score at 0.92, when the two 

non-Iranian class and the last score obtained 0.91. These outcomes show that the model shows significant 

capability for diagnosing Trigger content, with a good competition level among recall and accuracy when 

generally obtaining consistent performance over the two levels. The system's capacity to turn previously 

unstructured social media data into insightful knowledge is reflected in the entropy metaphor.  
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