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Abstract: Phishing, a type of online scam where users are conned into exposing sensitive
data — like account numbers or passwords — through electronic communications, is increas-
ingly preying on young people in poorer countries. The study examines the extent, percep-
tion and effects of phishing attack on the youth of Bangladesh including psychological,
financial and behavioral impacts. A mixed-method approach was used to gather data by
way of university student questionnaires and interviews. Results demonstrate a high level
of fish susceptibility, as well as a very high degree of emotional and financial inconven-
ience from phishing attacks. In light of these findings, the paper suggests policy changes,
educational initiatives and awareness campaigns targeting youth. This paper adds to the
growing knowledge base of the social ramifications of cybercrime in developing digital
economies.
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INTRODUCTION

The rapid growth of digital technologies has revolutionized almost all aspects of life, from modes of com-
munication and learning to business and government. Digital society has fully taken off, joining our conven-
tional one, as the threats that run across and reside on the internet also grow in complexity and magnitude.
Phishing is one of the most common and dangerous of these threats—a form of cyber-attack where attackers
pretend to be legitimate entities to lure users to submit sensitive data like passwords, financial information,
or even PII (Personally Identifiable Information).

In Bangladesh, the digital shift is especially dramatic for young people, a rapidly growing and more tech-
savvy demographic. Smartphones, cheap internet, and the explosion of social media and digital platforms
have ensured that we spend ever-increasing time online. While the enhanced connectivity provides countless
learning and social opportunities, it also makes young people more vulnerable to a whole pantheon of online
threats-phishing being one of the most prevalent and costly. Bangladeshi youths are digital natives, but most
digital users in the country have not received any formal training on cyber security and are usually nescient
to the subtle strategies of phishers.

Over time, the phishing attacks in Bangladesh have evolved to include various forms of social engineering,
cultural factors and technical imitation. And these strikes are not only limited to the inbox, they also arrive
in the form of SMS (smishing), voice (vishing), and social media options. Oftentimes leveraging topics like
job offers, scholarships, bank alerts, and COVID-19 data, the scams are appealing to these tend to be emo-
tional hooks to bury a user's natural defenses.

The problem is exacerbated by a lack of institutional support and public awareness in general. Formal edu-
cational settings very rarely include digit literacy or cyber hygiene in their courses. There are challenges for
the police to track down the cybercriminals, while victims were not reporting it quite often because it is a
matter of shame or unawareness of the legal process available.

This paper explores the nature and effects of phishing attacks on children in Bangladesh. Lacking in cyber
security infrastructure, and with fast digitalization and widespread mobile use, the young are more suscepti-
ble to advanced phishing tricks. The goal is to understand the emotional, financial, and online behavioral
impact of phishing and to identify interventions that can be practically deployed. Phishing attacks and its
implication on Bangladeshi youth. In an environment characterized by poor cyber security systems, a rapid
rate of digital adoption, and high mobile penetration, opposition youth have begun to fall victim to more
sophisticated phishing attacks. The goal is to understand the impact of phishing on their emotional security,
financial security and online habits, and to propose viable interventions.

LITERATURE REVIEW

Phishing as a pervasive cybercrime has become a worldwide hazard with severe psychological, financial,
and social consequences, especially for technology native young people. A number of works in the literature
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demonstrate multilateral facets of phishing and concentrate on mechanisms, user weakness and counteracts.
This review integrates the available relevant evidence, with a specific focus on young people in Bangladesh.
Phishing Attacks in Social Networks: Jajatic, Johnson, Jakobsson and Menczer (2007) was one of the first
to demonstrate that social trust that is abused by phishing attacks is one that involves abuse of the trust
inherent in social networks, rather than that of traditional email communication. They found that the authen-
ticity of a message is attributed the legitimacy of a familiar acquaintance, as an actual implicit illusion, and
suggested that this was one of psychological bases of fishing.

Abu-Nimeh, Nappa, Wang, and Nair (2007) investigated machine learning approaches to detect phishing
and underscored the fact that algorithms like SVMs or simplest ones like Naive Bayes can do well under
controlled setting, however, for real world deployment and applications, human vigil has been the hand-
shaking mechanism with the automated systems.

Hong (2012) offered an overview of phishing on the whole as well as its evolution, major types, and defense
issues. His research illustrated the importance of anti-phishing countermeasures that can adapt to the ever
changing strategies of phishers.

Sheng et al. (2010) conducted research on demographic differences in susceptibility to phishing. They found
that young users, and particularly those with a high appraisal of their internet self-efficacy, were paradoxi-
cally more susceptible to phishing.

Nouna and Weber (2017) studied the effectiveness of cyber security training for phishing detection. The
results of their research was surprising: even on those with at least some training they scored notably higher
evaluating phishing than the trainees did not receive, stressing the importance of the awareness plans.
Gupta, Tewari, Sahu, and Mehrotra (2018) analyzed phishing threats in developing countries and indicated
that low digital literacy, low cyber security law, and less availability of protective technologies made the
users more vulnerable. These issues are highly relevant to the Bangladesh situation.

Arachchilage and Love (2013) proposed the use of game-based learning as a novel approach to improve
phishing awareness. They observed that interactive computer games significantly increased knowledge re-
tention and had a beneficial impact on user’s avoidance behavior.

Ebrahim, Irani, 2015) stressed on the impact of organizational awareness initiatives on phishing vulnerabil-
ity. Their work has implications for academia, where universities might be centers for cyber security educa-
tion.

Workman (2008) introduced a psychological aspect into the study by combining personality factors with
phishing vulnerability. His study suggested that those who scored high in agreeableness and low in consci-
entiousness were more likely to become victims of phishing attacks.

Fielder, Johnson, & Tsakalidis Fear appeals effectiveness in phishing awareness campaigns Fear appeals has
been investigated in p utilizes a fear appeal that is based on both the Utilizing fear appeal is a common
method field of news media, political campaigns, product Public Relations Review. They found that mes-
saging based on fear worked when coupled with clear, actionable steps — making users feel empowered and
not overwhelmed.

Yeboah-Boateng and Amanor (2014) observed the concupiscence of mobile phishing in Ghana and indicated
that SMS scams as well as appbased scams were getting more complex. These results are in line with new
trends in Bangladesh where mobile internet use is rising.

Hijazi and Hong (2013) examined the effectiveness of cognitive based training. Their results showed that
targeted interventions can have a major effect on users’ confidence and skill in identifying malicious versus
genuine communication.

Kumaraguru et al. (2009) tested the use of PhishGuru, a tool that presents real-world phishing examples sent
by emails. "Participants in the sustained regime were consistently more vigilant than those in the other re-
gimes by the end of the study.

2011 Wang and Jia evaluated browser-based anti-phishing toolbars. Despite being technically sound, their
results suggest that these tools are often disregarded as users become habituated, which calls out for more
engaging awareness approaches.

Al-Shamri (2014) studied the cultural indicators leading to phishing susceptibility. He pointed out that col-
lectivist cultures (such as those in South Asia) may be more susceptible to those “give me right or I burn!”
terrorist attacks, given how trusting and tightly-knit such societies are.

Almefleh and Alasmary (2014) investigated the efficiency of email filtering systems. While the researchers
found technical mitigations useful, user behavior was highlighted as the weakest link in the security chain.
Data mining based models for phishing URL detection have been previously suggested by Mohammad and
Thabtah (2017). Their work showed how smart systems may help alleviating end users burden while still
needing user understanding for maximal effectiveness.

Sheng, Holbrook, Kumaraguru, Cranor, & Downs (2013) explored the visual tactics employed in phishing
sites (manipulation through familiarity on sites in terms of logos, website design and layouts). Younger users
in particular tend to be fooled by these cues, and to put “visual familiarity” ahead of domain name or security
indications.

Fett, Kiisters, and Schmitz (2014) suggested to formally introduce such response schemas also for victims of
phishing. Their push for mental health services and resources in recovery is especially pertinent when ac-
knowledging the emotional toll on young people.
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Kumar, Gupta, Singh &Kaushal (2020) had attempted to explore phishing, with respect to the COVID-19
crisis. Their findings not only showed cybercriminals taking advantage of global panic and misinformation:
They also revealed a spike in phishing attacks around the world.

Chakraborty and Roy (2019) investigated the association between online self-disclosure and vulnerability
towards phishing among youth. They have discovered that young people who disclose too much about them-
selves online are more likely to be attacked.

Haque, Sharif, &Zaman (2021) investigated cyber security attitudes and practices of university students from
Bangladesh. They discovered a disturbing lack of knowledge and awareness, which indicates a pressing need
to reform education in this area.

Ahmed and Rahman (2022) in their research, explored qualitative interviews from Bangladeshi youth suf-
fering from phishing. They revealed the emotional and financial devastation and the urgent need for in-house
support systems.

Average financial loss to students average financial loss to students of phishing in bangladesh, A study con-
ducted by Rahman, Islam and Chowdhury (2023) was able to estimate the amount of money lost by student
victims to phishing in Bangladesh. Their findings highlight the financial stakes and broader implications for
economic security.

Islam and Karim (2024) recommended that a career in cyber security should be included in the secondary
school education in Bangladesh by adding cyber security modules to the school curricula. The model pro-
motes the value of early education in creating a culture of digital resilience.

Together, this literature highlights the complex nature of phishing. Although technical solutions (i.e., Al
detection tool and browser toolbar) are just as important, the literature highlights the importance of education,
psychological awareness, and cultural context as well. The example of Bangladesh, where a massive youth
population is getting digitized so quickly, and with a poorly developed cyber security framework, expresses
the imperative for holistic and culturally specific initiatives grounded in technology, policy and pedagogy.

OBJECTIVES

To describe and position phishing in the cybercrime scenario.

= To understand the knowledge and vulnerability on phishing attack of young generation in Bangladesh.
= To investigate what psychological, economic and behavioral effects phishing has.

= To recommend targeted strategies for prevention and education

METHODOLOGY

A mixed-methods model was used for this research to gain an overall understanding of the youth on the
phishing in Bangladesh.

Quantitative data was collected through on-line survey in 500 students of different universities of Dhaka,
Chattogram and Rajshahi. Questions about phishing awareness, personal experience, and response behaviors
were included in the survey.

Qualitative responses from 30 students who had been phished, were collected through semi-structured inter-
views. The interviews addressed the physical aftermath, the aftermath of emotions, supportive networks, and
recovery.

The quantitative survey data were analyzed using descriptive statistics, and qualitative survey responses were
analyzed thematically. The findings were triangulated.

FINDINGS

= Results of the study Results of the investigation provide a number of important insights into the phenomena
and impact of phishing with Bangladeshi young people:

= Awareness: Merely 27 percent of those surveyed correctly recognized a phishing email. Most only
associated phishing with email, ignorant of text (SMS), social media, or telephone (voice) phishing (vishing).
= Exposure, Susceptibility: Over 42% said they had run into a phishing attempt, and 14% said they had been
compromised. Most of the swindles concerned offers of employment and scholarships that were fake.

= Emotional-Psychological Impact: Victims experienced embarrassment, concern and disbelief toward
digital platforms. A lot of them pulled a “Greta Thunberg” on it after that incident:MO most of them dropped
online activities after it.

= Financial Loss: The average reported cost was of BDT 4800 per case, which consistently affected the poor
students.

= Play-Down Systems: Very few victims would report these occurrences to the authorities for fear of facing
stigma and no faith in the judicial systems. Peer support was the most frequently used coping strategy

FINDINGS

Based on the results of the study and researching the literature, the suggestions are as follow:

= Curriculum Integration: Education on cyber security should be part of the school and university curriculum.
The use of interactive tools, such as games and simulations, can enhance learning experience.
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= Public Education Campaigns: National wide social media, TV and community events of public education
should organized to increase the awareness of phishing.

= Institutional Education: This must include workshops and frequent simulations to make the student ready
to face the real incidence.

= Technical Controls: organizations should promote the use of secure email gateways, browser toolbars and
two-factor authentication.

= Support Services: Setup of victim support centers including psychological counseling is a must.

= Legal Reforms: Cybercrime laws need to be brought up to date, and the law enforcement system to be
trained to properly address digital crimes

CONCLUSION

Phishing remains a major threat for the cyber security of the Bangladeshi kids. Internet access is increasing;
so too is the exposure to risk among those without the skills and resources to stay safe. In this work, we
demonstrate that a great majority of young people in Bangladesh do not know about common phishing at-
tempts and are vulnerable to being victimized by scams that will have significant emotional and economic
costs.

The results provided evidence of the multifaceted impact of phishing, which occurs in views such as moni-
tory loss, psychological and behavior change. Victims may be affected by shame, anxiety and lack of trust
in online media. Although phishing methods become more sophisticated, this study highlights the importance
of early intervention in the form of education and awareness to decrease the vulnerability of youth.
Furthermore, there are few strong institutional remedies and there is little access to real justice, worsened by
the fact that people have little or no digital literacy training. It is imperative that public authorities, the edu-
cation sector and civil society work together to craft national cyber security strategies rooted in inclusiveness
and prevention.

Strengthening our youth with the appropriate knowledge, tools and support, can inculcate a generation that
is not only digitally smart but also cyber-secure. Sensitizing the next generation of digital citizens to threats
and equipping them with the tools to mitigate these is therefore critical for sustained digital growth. There-
fore, the study recommends for a cohesive, timely and integrative strategy to protect minors' digital futures
in Bangladesh
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