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Abstract: The future is unclear, bringing about changes and problems. The duties of public personnel are 

evolving correspondingly. It is critical to develop the abilities of public administration leaders and staff, 

as well as foresee what new talents they will require, in order to prepare for the future of work, which will 

be defined by a VUCA environment with hybrid threats. The article aims at tracing challenges emerging 

for public administration leaders in the conditions of hybrid threats totality at all levels of public 

management, which is demonstrated based on literature sources content analysis and elements of case 

study. This study's contribution, taking into account the suggested relationships - connecting legitimation 

categories, intelligence dimensions, and institutionalization phases - represents an initial discussion on the 

systematization of intelligence in public management, with the goal of developing a strong theoretical 

framework for the field. 

 

Keywords: National Security; Personnel Management; Competences and Public Administration; Hybrid 
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INTRODUCTION 

 

Public administration and national security are inextricably intertwined. As the government's implementation 

branch, public administration is essential to maintaining national security because it creates and implements plans 

and policies that shield the nation and its people from danger. On the other hand, national security factors have a 

significant impact on the composition and operations of public administration, especially in fields like law 

enforcement, defense, and intelligence.   
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The use of administrative ideas and methods to protect a country's interests, population, and institutions against 

different dangers is known as public administration in national security. Due to the rise of hybrid threats, the 

landscape of national security challenges has become unprecedentedly complex in recent decades. 

In many parts of the world, the security scene has been dominated in recent years by the theme of hybrid threats. 

Even though a number of stakeholders may view it as a novel subject, it is not. Although it has been repackaged 

and empowered by evolving security environment dynamics, new tools, concepts, and technologies that target 

weaknesses in several domains in an unprecedented way, it is as ancient as battle and warfare. This new reality 

expands the reach and efficacy of today's hybrid threats in accomplishing highly strategic and overarching goals 

like eroding public confidence in democratic institutions, intensifying unhealthy national and international 

polarization, questioning the fundamental principles of democratic societies, gaining geopolitical influence and 

power by hurting and undermining others, and influencing political leaders' ability to make decisions. Therefore, 

it should come as no surprise that today's hybrid dangers fall within the category of severe and significant risks to 

nations, and that the right nation-state officials acknowledge this (Giannopoulos et al., 2020). 

Meanwhile, by putting policies in place to safeguard both social resilience and national security, public 

administration plays a critical role in thwarting hybrid threats. To lessen the effects of misinformation campaigns 

and cyberattacks, this entails creating strong information security measures, improving communication channels, 

and raising public awareness. Public administration must also improve institutional resilience, foster openness, 

and support public-private collaborations in order to respond to the complex nature of hybrid threats. 

“Hybrid threat actors seek to undermine and harm the integrity and functioning of democracies”. according to the 

Finnish Hybrid Center of Excellence (Jungwirth et al., 2023). As a result, hybrid assaults have the ability to cause 

a complex, transboundary catastrophe by simultaneously affecting many sectors and administrative levels. 

Information exchange and a shared situational awareness are essential for thwarting and reducing this type of 

cross-sectoral, multi-level danger. One important feature of Norway's public administrative system is ministerial 

rule, which lowers the bar for individual ministers to interfere with the goals and activities of line agencies 

(Larsson & Rhinard, 2021). This trend contributes to the background that highlights the importance of strong 

cross-sectoral collaboration in information sharing and crisis management, particularly in light of hybrid threats. 

Effectively addressing hybrid threats necessitates a shared understanding among practitioners, legislators, and 

politicians; early detection of hybrid threat activity; identification of gaps in preparedness, prevention, and 

response; and the development of appropriate actions to strengthen resilience. All of these requirements are met 

by appropriate public administration quality, which is founded on strong leadership competencies. 

 

LITERATURE REVIEW 

 

Because hybrid threats do not easily fit into preexisting categories of warfare or conflict, they pose a challenge 

to conventional security paradigms. The diffuse and multifaceted character of these threats frequently makes 

conventional military strategies and legal frameworks inadequate, calling for new approaches that prioritize 

resilience, cross-sector collaboration, and the integration of varied capabilities (Khidasheli, 2024). In this 

context, public administration leaders' abilities get new characteristics that suggest not just adding new 

components to these competencies but also making connections between them more difficult. 

Four major pillars are identified by researchers, and each must be investigated in order to fully comprehend the 

environment of hybrid threats: 1) actors (and their strategic goals); 2) the actor's tools; 3) the targeted domains; 

and 4) phases (along with the kinds of activity seen in each phase) (Arkan, 2025). 

Cullen (2024) aims to clarify China's particular political motivations for utilizing hybrid threats, investigate the 

cultural and ideological roots of Chinese hybrid threats, pinpoint the instruments and players China employs 

to carry them out, and provide examples of how China uses hybrid threats in Australian society. utilizing first- 

and second-hand literature, inductive and deductive reasoning, author-conducted private interviews, and a 

heuristic model that the author created and that is employed by military and civilian defense analysts in China 

and the West. The use of hybrid threats by the Chinese Communist Party (CCP) should be viewed as a force 

multiplier and an essential part of the CCP's Belt and Road program, as well as its portfolio of linked bilateral 

funding, fiscal assistance, foreign direct investment (FDI), and development policies across the world. The 

CCP is concurrently using its enormous cultural, economic, political, technical, and private sector interaction 

with other countries as vectors for ambiguous and plausibly deniable malignant hybrid threat operations, even 

if a large portion of this activity is legal (Zilinska et al., 2022; Voronina et al., 2024). The author demonstrates 

how Chinese hybrid threats are made to function in all of these areas, taking advantage of liberal democratic 

societies' open nature, which includes democratic norms of promoting political campaigns, free speech, 

education, and open markets, to identify weaknesses and produce outcomes that are detrimental to the target 

state's national security throughout society. 

Furthermore, transboundary crises can affect several sectors and areas within a country at the same time and 

transcend political, geographic, and functional boundaries (Ansell et al., 2010). Norway's approach to crisis 

management, like that of the other Nordic nations, involves coordinated and cooperative actions by a range of 
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players, including governments, business corporations, and civil society groups (Larsson & Rhinard, 2021). 

When issues are complicated and linked, a coordinated response is essential, necessitating that crisis managers 

negotiate many, sometimes opposing viewpoints (Zhumbei et al., 2025). Furthermore, it might be difficult to 

determine which actors should be involved because it is not always evident what the primary issue is (Boin, 

2019). For crisis managers, transboundary crises therefore frequently pose “wicked problems”. 

Additionally, academics stress that contemporary public administration is moving toward a competency-based 

approach, which prioritizes practical skills and flexibility in addition to conventional knowledge. Digital 

literacy, communication skills, intrapreneurial aptitude, and fundraising talents are important areas (Vorobei et 

al., 2021; Yermachenko et al., 2023).  Navigating the intricacies of contemporary public service also requires 

strong leadership, problem-solving skills, and the ability to collaborate with others (Khan, 2018). 

The difficulties facing public management in the VUCA era are examined by Fanida et al. (2024). According 

to the authors, public administration occasionally has difficulties in formulating policies, constructing just and 

peaceful communities, and fortifying institutions in order to accomplish sustainable development objectives 

(Smolinska et al., 2024; Sydorchuk et al., 2024). Another conclusion drawn from this study is that the 

capabilities of the human resources apparatus, as well as the infrastructure and facilities that are now in place, 

including the use of technology, have led to inadequacies in public administration in the VUCA Era. However, 

the emergence of bureaucratic pathology is the most difficult problem in managing state administration in the 

VUCA period, according to Fanida et al. (2024). Deviations that take place within a bureaucracy are referred 

to as bureaucratic pathology. Incompatible bureaucratic performance, a lengthy hierarchical chain, and the 

specialization and formalization of bureaucracy are the main causes of bureaucratic disease. Nevertheless, the 

illness of bureaucracy persists and never ends (Ryzhakova et al., 2022; Semenets-Orlova et al., 2022). The 

government considers measures to stop the pathology of bureaucracy, which has historically fueled an unfair 

society, virtually every year. Paternalism, significant budget increases, convoluted and drawn-out processes, 

bureaucratic breakdown, or extremely complex bureaucracy are all consequences of bureaucratic disease (Saik 

et al., 2023; Serhieiev et al., 2025). The government aims to address these issues by establishing a dynamic 

public service system to handle important issues. The leadership competency in Vietnamese public 

administration is examined by Lan and Huy (2018). Both scholars and practitioners benefit from the leadership 

competence framework that has been developed for the public sector based on research findings (Zayats et al., 

2024). The authors stress that the theory of leadership in the public sector has to be enhanced in order to 

accommodate the quickly evolving environment, given the significant responsibilities that leaders play in 

public administration. Leaders in conventional public administration play primarily task-oriented positions 

(Ravlinko et al., 2023;  Pyatnychuk et al., 2024). Task-oriented approaches, however, are insufficient in the 

modern public administration setting to satisfy the high demands of people; instead, leaders must be concerned 

with the environment, their followers, the organization's strategy, and future directions in addition to their 

responsibilities (Popovych et al., 2022; Poliova et al., 2024). Task competency, human resource competency, 

management competency, etc. are all necessary for leaders to meet high standards. As a result, the competence 

framework for public administration executives has drawn more and more scholars from a variety of 

disciplines. Despite consideration of public administration leaders’ competencies under various angles, 

including public administration leadership in VUCA and even BANI world, innovative competencies of public 

administration leaders in the face of new threats to national security is not well-studied on a systemic nature, 

all the more so strategic guidelines of developing these competencies are not outlined. 

 

METHODS 

 

The research is presented by methods of theoretical study (formalization, axiomatic method, hypothetical-

deductive method) and general logical methods (analysis, generalization, analogy, modeling).  

The study is based on qualitative methodology, with the application of grounded theory elements. Qualitative 

content analysis of literature sources allowed revealing the discourse of intelligence in public management 

system, as well as focusing on the paradigm of institutionalization. Coding and categorization, based on the 

application of grounded theory elements, led to the formulation of the categories “networking”, “co-creation”, 

“organizational culture of intelligence”, “collective intelligence”, “government agility”.  

While qualitative content analysis and grounded theory are usually considered as two different methods, our 

research demonstrates that their application in a sequence within one research allow obtaining new theoretical 

insights of more significant depth than each of these methods separately (Petrukha et al., 2015; Pavlovskyi et 

al., 2024). The logic of the above mentioned combination of methods is depicted in Figure 1. 
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FIGURE 1 Logic of combining qualitative content analysis and grounded theory 

 

RESULTS AND DISCUSSION 

 

The political system, public administration, and public policy are the three primary paradigms that are closely 

associated in the context of public policy and administration (Andriyiv et al., 2022; Petrukha et al., 2023). Since 

public administration functions as an instrument that can only function well when backed by a stable political 

environment and well-directed public policy, all three elements are interconnected (see Fig. 2). Because each 

of these three components supports and strengthens the others in establishing a responsive, transparent, and 

accountable government that is highly resilient and able to effectively fend off threats to national security, 

efforts to achieve the SDGs will face major challenges in the absence of their synergy. 

 
 

FIGURE 2 Main paradigms in public policy and administration (Mumba, 2024) 

The integrated leadership theory in public administration suggests that successful leaders must be able to relate 

to five leadership positions, according to a literature analysis on leadership in public administration (Panasiuk  

et al., 2020; Pasichnyi  et al., 2024). Task-oriented, relation-oriented, change-oriented, diversity-oriented, and 

integrity-oriented leadership are examples of these (Bryer, 2021). Collaboration is being sparked by integrative 

public leadership in order to provide value for the public (Cherniaiev et al., 2024; Mykolaichuk et al., 2025). 

The practice of forming alliances that provide value for the public across organizational, sectoral, and/or 

jurisdictional borders is known as integrative public leadership. According to Morse (2010), integrative public 

leadership is not about the public sector coopting other players to accomplish organizational objectives or about 

private purposes being served through cooperation (Nekhai et al., 2024; Berezniak et al., 2025). Instead, it 

focuses on the process by which many people with various interests come up with a shared idea of what public 

value   also known as the public interest or the common good   is and collaborate to achieve it. Actually, it 

seeks to obtain “collaborative advantage”. 

Brent Ruben's (2012) leadership competencies scorecard offers a helpful summary of the knowledge and 

abilities needed for effective leadership at this crucial time, especially when taking into account the complex 

and changing setting that municipal and county managers must navigate. In order to create this scorecard, 

Ruben synthesized the vast body of professional literature on leadership and created a varied portfolio of 

necessary abilities based on five main areas: 

1) Analytic competencies 

2) Personal competencies 

3) Communication competencies 

4) Organizational competencies 

5) Positional competencies. 

Numerous subjects are covered by each of these large competence categories. According to Ruben, the 

numerous obstacles that leaders encounter need a broad range of knowledge and abilities, as well as the capacity 

to assess circumstances and use those competences when necessary. 
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Combining (1) “ vertical” competencies   the leadership knowledge and abilities unique to a local 

government official's role   with (2) “horizontal” competencies   the general knowledge and abilities that span 

various competency areas—is what it means to be a leader (David et al., 2024). For instance, a position as a 

public administrator probably calls for a thorough awareness of local issues, but being a successful leader also 

heavily depends on the ability to solve problems analytically, be organized, have a passion for public service, 

and effectively communicate with the community's diverse constituents. 

Experts believe that public administrators face a plenty of challenges in today's complex and rapidly changing 

environment. Some of the key challenges include (Khan, 2018): 

• Handling limited funds and limited resources 

• Dealing with intricate societal concerns like injustice and poverty 

• Addressing new emergencies, such pandemics and natural catastrophes 

• Establishing rapport and interacting with a range of stakeholders 

• Adopting digital transformation and technological innovation 

However, as the case of Ukraine and Israel today demonstrate, public administration leaders should be capable 

of Agile thinking, war time crisis management, as well as very fast and effective decision-making (Arivazhagan 

et al., 2023). Moreover, they should be able to quickly reorganize the patterns of community functioning, 

whether it is a big city or small settlement, in accordance with new and highly dynamic conditions (Ferdman 

et al., 2025). Geopolitical tension in various regions of the world becomes ever more acute, and the issues of 

national security now occupy one of the first places among the most critical issues for any nation-state and it 

territorial units.  

Also, hybrid threats, which blend military and non-military acts, also have a big effect on public administrations 

because they make cybersecurity, information management, and national resilience difficult (Avedyan et al., 

2023; Kichurchak et al., 2024). These dangers seek to erode public confidence and disrupt governance, 

frequently by utilizing disinformation, cyberattacks, and economic pressure. To combat these intricate issues, 

public administrations must adjust by bolstering cybersecurity, raising public awareness, and improving 

international collaboration. 

Specifically, the CCP is permitted to employ hybrid threat techniques overseas by non-state actors (NSAs). In 

2023, The European Centre of Excellence for Countering Hybrid Threats released the Hybrid CoE Research 

Report, which examines Chinese NSAs in Taiwan, local policy-level responses, and their implications for other 

liberal democracies. It pinpoints the main ways that China influences Taiwan in relation to the NSA. The study 

demonstrates that although the CCP aims to establish economic ties between China and Taiwan, information 

continues to be a crucial area of NSA-related influence. Coopting economic actors is the main way the CCP in 

Taiwan shapes foreign narratives about China and the Party, among other things. CCP measures in other liberal 

democracies are also suggestive of this strategy (The European Centre of Excellence for Countering Hybrid 

Threats, 2023). The report goes on to say that the CCP is aware of Taiwanese socio-political pressure points 

because of their common language and cultural background. However, Taiwan has had some success bolstering 

local democratic resistance against NSA influence by using customized measures (Ortina et al., 2023; 

Maidaniuk et al., 2025). The Taiwanese government has seen success with the utilization of civil society, a 

two-way investment screening process, and aggressive misinformation combating. 

The above described case represents evidence of both hybrid threats facing public administration in today 

realities, and some possible vectors and mechanisms of resistance to these threats (Bashtannyk et al., 2024). 

There are also theoretical discourses considering the process landscape for these vectors and mechanisms 

creation and implementation.  

Research in the field has increased over the past ten years, emphasizing the value of gathering data that can be 

converted into knowledge and information to enhance public sector decision-making (Scholl & Scholl, 2014). 

According to Gil-Garcia et al. (2016), intelligent governments are able to perceive and respond to their 

surroundings by using pertinent facts to inform their decisions. The idea of intelligence in the public sector 

emerged as a result of this discussion. 

In the public sector, the idea of intelligence is wide, multidimensional, and complicated (Gil-Garcia et al., 

2016). Melati and Janissek-Muniz (2022) define intelligence in public management as an innovation that 

involves the use of technology to support and improve decision-making, assist in planning public activities by 

establishing formal structures, engage civil servants and public managers, and engage socially for the effective 

management of data and information from the context. These findings are based on studies by Chen et al. 

(2014), Eom et al. (2016), Gil-Garcia et al. (2016), Malomo and Sena (2017), and Scholl and Scholl (2014). 

In public administration, intelligence is a wide and complex notion. However, in summary, intelligence in 

public management can be defined as an innovation that uses technology to help and enhance decision-making 

and aid in the planning of government activities based on the creation of formal structures, the participation of 

managers and public servants, and social engagement for the efficient management of environmental data and 

information. 
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In an effort to achieve a conceptual condensation, Melati and Janissek-Muniz (2020) mapped 10 dimensions 

that define government intelligence: As indicated in Table 1, these factors include: use of outside data and 

information (D01); intelligence-related organizational culture (D02); efficient application of technology 

(business intelligence; big data) (D03); making decisions based on evidence (D04); cooperation between 

departments and organizations (D05); innovation, co-creation, collective intelligence (D06); government 

agility (D07); efficiency and effectiveness of management (D08); social engagement (D09); database 

organization and unification (D10). 

 

TABLE 1 Dimensions of intelligence in government (public administration) (Melati & Janissek-Muniz, 2020) 

 

Dimensions of intelligence Definition 

Use of outside data and 

information (D01) 

The significance of employing data and information that may contribute 

to public management but are latent in the population  
Intelligence-related 

organizational culture (D02) 

Encourages a culture of awareness and information sharing through 

networks, collecting external data and information, and effectively using 

information to enhance the work and the public manager's decision-

making  
Efficient application of 

technology (business 

intelligence; big data) (D03) 

The use of ICTs for multiple objectives inside the government, such as 

the gathering, processing, and exchange of data and information to assist 

decision-making and enhance the delivery of public services  
Making decisions based on 

evidence (D04) 

Increasing data-driven decision-making through the ubiquitous use of 

sensory devices, enhanced evaluation, and integrated apps enables 

governments to make informed decisions  
Cooperation between 

departments and organizations 

(D05) 

Sharing data and information among multiple public sector entities, 

through collaboration and the establishment of unified public actions to 

improve services  
Innovation, co-creation, 

collective intelligence (D06) 

Refining procedures; insights into new public policies; new modes of 

communication between government and society; sharing decision-

making through collective intelligence  
Government agility (D07) Improving public service delivery through the vast use of ICT, data, and 

information, as well as society's involvement  
Efficiency and effectiveness of 

management (D08) 

Efficient and effective public management, correct use of ICT, data, and 

information, and societal engagement  
Social engagement (D09) Society's active involvement in the development of public management  
Database organization 

and unification (D10) 

Unifying and integrating the government's many databases and systems 

 

Furthermore, an examination of research on intelligence in public administration revealed four particular 

criteria required for its legitimation: organizational framework, technology structure, human capital, and social 

involvement. 

1. Organizational Structure - rebuilding the structure while taking into account the technical consequences of 

moving to a smarter government in which information is consolidated through organizational and management 

processes (Salvador & Ramió, 2020).  

2. Technological Structure - evaluating the practices and real-world implications of data and information 

technology, as well as how electronic platforms interact to build and legitimize intelligence activities in 

governments (Santos, 2018). 

3. Human capital includes conducting knowledge management research because the government has data but 

does not effectively use it, hiring or training data scientists to work in government, and building analytical 

skills so that staff members can transition to data-driven decision-making (Valle-Cruz & Sandoval-Almazan, 

2018). 

4. The formation of co-creation processes between civil society and government organizations, as well as the 

use of open data policies and procedures for communication with the business community and other social 

actors, are all considered forms of social engagement (Gupta et al., 2024). Not enough effort is being made to 

exploit social data, generate knowledgeable opinion in government, and encourage active participation from 

stakeholders in new public policy. 

Melati and Janissek-Muniz (2022) suggest schematic depiction of theoretical model of institutionalization of 

intelligence in public management (see Figure 3). 
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FIGURE 3 THEORETICAL MODEL OF INSTITUTIONALIZATION OF INTELLIGENCE IN PUBLIC 

MANAGEMENT (MELATI & JANISSEK-MUNIZ, 2022) 

 

Thus, intelligence competencies and excellent skills of building social engagement and co-creation 

mechanisms, cross-departmental work skills and Agile thinking should enter to the array of competencies of 

public administration leaders in the face of threats to national security. In turn, institutionalization would 

contribute to disseminating this vision of competencies across the nation-state’ public administration system 

as a whole. 

 

CONCLUSIONS 

 

The research showed that the ability to adapt to changing environments and manage crises is crucial in Public 

Administration. One should be ready to change strategy in reaction to new facts or unanticipated problems. 

This competence requires creativity, resourcefulness, and resilience. The success of the public administration 

leader will be determined by his or her ability to lead teams through transitions while maintaining stability in 

the face of adversity. Building and cultivating a network of contacts is critical for success in public 

administration. Collaboration across industries and with a wide range of stakeholders is frequently required 

to accomplish common objectives. Partnerships must be formed, information shared, and pooled expertise and 

co-creation used. Simultaneously, new skills and abilities for public administration executives must be 

institutionalized in order to spread and embed these competences throughout the national public administration 

system. The need for implementing structures and process of intelligence into public administration system at 

all levels – from community level to central one – is evident in face of existing and emerging hybrid threats, 

and the analyzed landscape of public administration leaders’ competencies represents necessary environment 

for this implementation. 
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